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*LULU

Bu makalede SNMP (Simple Network Management Protocol) ‘den bahsedilip Red Hat tiirevi Linux

sistemlere (Fedora Core 4 ve iizeri, CentOS 4 ve izeri HVDV D @@I@PW@)M]W‘@ (Multi-Router

Traffic Grapher) kurulumu, \DSOODQGOUPDVO DQODWOODFDNWOU 057* 6103
\D]OOOP ROGX+XQGQBWLP NN UNMBX®GH NDUUOODUOODQ VRUXQOD!
ROGX+xQ&kP®103 KDNNOQGD ELOJL YHULOHFHNWLU

2. SNMP

2.1 SNMP Nedir?

Cok biyik D+ODUGD PH\GDQD JHOHQ VRUXQODU~(~)Q WHVSLWL JLGHUL
JHUHNLU %X LKWL\DFO NDUUOODPDN DPDFO\OD D+ \|QHWLP SUR\

6103 7&3 ,3 *]HULQ hirhkrbOKold hnlcak DR, IAppleTalk ve OSIAHVWH<+L GH
mevcuttur.

$+ \|QHWLP PHUNH]L RODUDN NXOODQOODQ PDNLQH *]JHULQGH LV
GHQHWOHQHQ PDNLQHOHU *]JHULQGH GH \|QHWLP PHUNH]LQLQ LV
\D]OOO6PODU PDQDJHPHQW DJHQW oDOOUOU @gVWHPFL LOH VXQ)
VXQXFXGDQ |JHO ELU GH*LGNHQLQ GH+HULQL LVWH\HELOLU gUQ
iiretildi?) YH\D VXQXFX LVWHPFL\H |QHPOL ELU ROD\OQ #BU00O=-0Q0
GOuO NDOPDVO %XQODUD HN RODUDN LVWHPFL VXQXFXGDNL K
gUQH+LQ |Q WDQOPOO ,3 77/ GH+HULQL RODUDN GH=LUWLU

TCP/IP D+ \|QHWLPL NOVOPGDQ ROXGXU

1. MIB (Management Information Base): Y QHWLOHFHN D+ GH+-LUNHQOHULQL VD
LVWHPFL WDUDIOQGDQ GH+LUWLULOHELOGL=+L JLEMI*]JHULQG!
VWDQGDUGO WDQOPODQPOUWOU 0,% LoHULveHigaBaQDQOP «UH
tekildir KHU GRQDQOP «UHWLFLVLQLQ. 60, D+DFOQGDNL \HUL ID!

2. SMI (Structure of Management Information): 0,% MGHNL GH+LUNHQOHUH UHIHUD
NLPOLNOHUGHQ ROXUCHQNtBrs PHGDQ BLQMHE\LOB HH NDGL
LOHUOHGLNWHQ VRQUD WHNUDU RODQ GH+LUNHQGLU 60,

3. SNMP gVWHPFL LOH VXQXFX DUDV(NDQGDNL~LOI-|WLL'JLP SURWRN
gOHWLULPGH 8'3 SDNHWOHUL YH |Q WDQOPOO RODUDN SF

BXQXFXODUOQ JsYHQOLN GXYDUODUOQOQ YH \|QOHQELULFLOHU!
2EMHFW ,GHQWLILHU pOHU 6103 VWDQGDUGOQGD EHOLUWLOHQ
dizen OHQPLUWLU %LOJL D<DFO ELU N|N G+++P+QGHQ EDGOD\OS GD
DGUHV \Rr@otkeR Rpdi¥WRPGHQ VRQUD ELU QRNWD \D]O6OOU



g U Q Hente@risesigin adres yolu 1.3.6.1.4.2dir. 0,% PHOHU KHU ELU 2, GDOOQOQ PHW
edilmesidir. $4D+OGDNL UHNLOGH ELU 2,' \DSOVO® J|[UsOPHNWHGLU

axper-
mental

UHNLQ, <DSOVDO 60, %LOJL $-DFO

gUQHE3.621.2.1.7.9.109.1.1.1.Ja8res yolunu udp.9.109.1.1.1.1 blarak da yazabilirsiniz. Ciinkii
ORN VON NXOODQOODQ DGUHV \ROODUOQOQ ED]OODUOQD WDNPD
ED]J]OODUO DUDedi®©GD J|[U*OPHNW



MIB OID
1.3 org
1.3.6 dod
1.3.6.1 Internet
1.3.6.1.1 directory
1.3.6.1.2 mgmt
1.3.6.1.3 experimental
1.3.6.1.4 private
1.3.6.1.4.1 enterprises
1.3.6.1.2.1 MIB
1.3.6.1.2.1.4 IP
1.3.6.1.2.1.5 ICMP
1.3.6.1.2.1.6 TCP
1.3.6.1.2.1.7 UDP

eki2 60N .XO0ODQOODQ %D]O 2," hOHULQ 0,% .DUGOOONOTL

60, D+DFOQGDNL VDGH F hkuiasili DWHWLU LA O DB OB XYB+DoWDNL \DSU
Ge+*POHU ELU GLVNWHNL GL]LQOHUH \DSUDRRIDU GD DQODPOO Y

UX DQ WDQH 6103 VsUsPs EXOXQPDNWDGOU

SNMP strium1 6103 pQLQ LON SURWRNRO+G+U 6LVWHP ND\QDNOEL
LVWDWLVWLNOHUL YH KDWD UDSRUODPRumR2nea@im@ GOU 9HUL
sadece SNMP istemcisinin ,3 DGUHVLQH HULUOULP L]QL YHULOPLUWLU

SNMP surim2 % X VeUeP ~ VeUsPOH X\XPOX ROXS VeUePH oRN GLC
UDSRUODPD YH D\JOW ELOJLVL HOGH HWPH |JHOOL+L HNOHP

SNMP siirim3 gQFHNL VeUeP OH U L Quzdktar kis@eOldbitrhe RAIMIA U OO0 O S

eklen PLUWLU 6DGHFH ELU ,3 DGUHVLQH GH+LO ELUGHQ ID]OD |,
RNXPD \D]PD L]QL YHULOHELOLU 9HUL LOHWLGLPL GLIUHOL F
VH]PH |JHOOL=L.JHOLGUWLULOPLUWLU

6103 VeUsPOHUL DUDVOQGDNL IDUNODUO ELOPHQL] 6103 VRUJXOL
edilir.



22 6103 . XUXOXPX YH <DSOODQGOUPDVO

$0D+OGDNL NRPXWOD 6103 LoLQ JHUHNOL WeP SDNHWOHU VLVWH

# yum -y install net-snmp net-snmp-utils net-snmp-devel

Bu komuttan sonra /etc/snmp/snmpd.con6 RV\DVOQO G+]HQOHR¥arel IHUHNPHNWHG
snmp/snmpd.cong /var/net-snmp/snmptrapd.co® R V \ D @&nliklk @i2enlemeyiniz. Bu

\DSOODQGO tRnpE RUIDMYLQLQ oDOOUGUPDYV tan6 $hmp®.ddnOL GHWD\O O
NRPXWXQXQ oONWOVOQGD EXODELOHFH=+LQL]L EHOLUWLS EX GR)\

X

X

X

snmpd.conflosyaV&® NDUDNWHUL LOH EDGOD\DQ ¥iipdOUODU DoONO
VHUYLVLQLQ oDOOuUPDVOQD KLOELU HWNLOHUL \RNWXU

# sec.name source commusi® W O U O Q G D @m2&QLUIDH J EMAS DisRi@inivd® W O U O D U
SNMP VRUJXODUO oDOOUWOUPDVOQD L]JLQ YHUGL=+LQL] ,3 DGUH
bu makinelerin SNMP HULGLP GHNLOOHUL SXEOLF SSIMEYDWH GH EXU
VRUXQODUOQOQ ELU NOVPD 6103 VRUIXVX oDOOUWOUPDVO
HULGLP L]QLQLQ YHULOPHPLU ROPDMWOHZEEYDNDOIQDDODQOU $¢
goriilmektedir:

#  sec.name source community
com2sec local localhost public

com2sec mynetwork 127.0.0.1/32 public
com2sec mynetwork 10.0.0.0/24  private

com2sec user_access 10.0.0.209/32 ulas

com2secLOH EDGOD\DQ VDWOUGD «]JHULQH 6103 NXUXOPXU PD|
VRUJIJXODUO oDO0Ouw Oée@mnmér@dhrtilehlaign Seelibty @améin W L U
NOVDOWPDVO ROXS EX DO Bh@Dydiu}Gén2éeQADHL ¥PQ K\DAE L UV DV
vVDWOU LOH D\QbémeseOHOHH Bk s\WRU VDWOUGD LVH VDGHFH
adresOHULQLQ PDNLQHPL]GH 6103 VRUJXODWD.oB@OuWOUPDVO(
LOH EDUGOD\DQ ,3 DGUHVOHULQLQ WDPDPOQD L]LQ YHUI
DGUHVLQH L]JLQ YHULOHFHNVH izin veriédkE DGO D\DQ W
10.0.0.0/8 ve 10.0.ile EDUOD\DQ W+¢P ,3 DGUHVOHULQH L]LQ YHULOHFH
Son com2secV D W Glas® Q@D N X O O D @ufeée DOMWD.pDI®adresinden
VLVWHPLPL]H HULGPHVLQH L]JLQ YHULOPLUOWLU 6103 NXOODQ
DoONODQDFDNWOU

Giivenlik isimleriyle (security name) JUXS DGODUO HL'JO~HL'J\~NLULOLS JeYHQOLN
HULUOGLP L]LQ O HRBLhunYidthl#Is€x PniddelLsed.name D W O U O QgeoDfle VRQUDNL
EDUOD\DQ VDWeiiODU G«]HQOH



# sec.model sec.name
group MyRWGroup vl local

group MyRWGroup v2c local

group MyRWGroup usm local

group MyROGroup v1 mynetwork
group MyROGroup v2c mynetwork
group MyROGroup usm mynetwork

group MyRWGroup v1 user_access
group MyRWGroup v2c user_access
group MyRWGroup usm user_access

groupkelimesinden sonra gelen MyROGroup, MyRWGroupJ LEL V|]JF*NOHU JUXS DGO F
istenen herhangi bir isim atanabilir. sec.model VHFXULW\ PRGHO WMODWHQGD EHQO
ise J*YHQOLN LVLPOHULQLQ QH WeU 6G3NMNP biitilth liiciRUL\DSDFD+ 0 Q(
SNMP siiriim 2 i¢in v2, SNMP siiriim 3 icinusnm). <XNDUOGDNL \DSOODQGOUPD\OD
LVLPOHULQH WeP 6103 VeUsPOHUL LoL QeklhhmélerRbir]QL YHULOP|
|QFHNL PDGGHGH DQODWOODQ NOVOPGD WDQOPODQPOU ROF

x *UXSODUD HULuUL P #cp@textsetthbd@isecdekabmaich read write notif
VDWOUOQ&bPegs VR EDNDD\DQ VDWOUODU G*]HQOHQPHOLGLU

# context sec.model sec.level match read write notif
access MyROGroup "™  any noauth  exact all none none
access MyRWGroup "™  any noauth exact all all none

<XNDUOGDNL \DMyBRO@D@Eribuhk fde€: Pazma, MyRWGrougerubuna ise
KHP RNXPD KHP GH \D]PD L]QL YHULOPLUOWLU

x <DSOODQGOUPD GRV\D YV GI6ralionRYDDiHHDEDOWHDOm@ DD+
JLEL G*]JHQOHPHQL] LOHUGH ROXUWXUDFD+0Q®] 057* JUDILN

syslocation Endersys Head Office, Istanbul

syscontact Metin KAYA <metin.kaya@endersys.com.tr>

<DSOODQGOUPD L O H BmpéR Bptrapds8 +:AAHNDMODUOQO DOOS ELO
WXWDQ VHUYLVWLU gQ WDQOPO® RODUDNMh3B snmptBdUW X NXOOD !
VHUYLVOHULQL EDGODWDELOLUL]

# letc/init.d/snmpd start
# /etc/init.d/snmptrapd start



BuservisOHULQ KHU DoOoOuwD RWRPDWLN RODUDN EDuUODWOOPDVO

# chkconfig snmpd on

# chkconfig snmptrapd on

NOT: /etc/init.d/snmpd.confGRV\DVOQGD \DSOODQ GH+LULNGAM®OHULQ HWNLC
VHUYLVLQLQ \HQk&#i@:EDGODWOOPDVD

# service snmpd restart

23SNMPKXOODQOFOVO 20XUWXUPD

6103 NXOODQOFOVO RIdHpdW MU X OV D Ge\iz&)apEidstbit

letc/init.d/snmpd stopLOH GXUGXUXOPDOOGOU $ulasO 6D UR@IRBPXWOD NXO
SDURODVO 0' DOJRULWPDVO\OD GLIUHOHQHFHNoRANR&GlenV LVWHP 0
YH 6103 VeU*eP NXOODQDFDN 6103 NXOODQOFOVDO ROXUWXUXOXU

# net-snmp-config --create-snmpv3-user -ro -a MD5 -A sifre123 ulas

-r0 VHOHQH<+L NXOODQOOPD]VD NXOODQOFO\D |Q WDQOPOO RODUT
(read-ZULWH L]QL YHULOPLG ROXU 6103 NXOODQOFOODUO\OD \DSO
JHUOHNOHGPHVLQL LVWL\RUVDQO] \XNDUOGDNL NRPXWX G|\OH NX

# net-snmp-config --create-snmpv3-user -a MD5 -A sifre123 —x -DES —X
veri_sifresi ulas

<XNDUOGDNL NRPXWOD 0,% pOHUL K@JIBSFNN()O?DDQI@DHIGB\J—Q‘(DQQDOL]QD
ULIUHOHQPLU 6103 ddI28LP18® YRIODWEBULQLQ SDURODVO '(6 DOJRL
olup veri_sifresi‘dir.

NOT: snmpd VH U Y LV L sniDiiofuitidsReme SNMP sirim = NXOODQOFOVO HNOHQ
NXOODQOF OO0 D Uilirt ' HIMHO\ O BL Baridl-Shripeng

2.4 SNMP SorguODUO

gQFHOLNOH (XQ X sErhpGet N RPHOX QX NbONWOVO VDGHFH EHOLUWLO
snmpwalk NRPXWXQXQNL LVH EHOLUWLOHQ GDOOQ DOWOQGDNL WP
DODELOHFH+L SDUDPHWUHOHU YH VHatiQiN@®HU KDNNOQGD D\UOD

BRUJX@B UMD OP UHNOL U|\OHGLU

# [snmpwalk || snmpget] — Y V.U-PBQXPDUDPWNROODQOF®&BDGO
>SKHGHIBD\JOWOQBPDNLQHBDGO __ KHGHIBD\JOWOQB,3BDGUHVL@ KHGH



AGD+ O GD N ta NtBrRaceW §ystenMIB ‘leri KDNNOQGD ELOJL DOOQDELOLU NRF
D UDkifGeBrer GHNLOGH\VH 610 3ydpdiiKyBrBunhAidentdid®id):

# snmpwalk -v 1 -c public localhost interface

IF-MIB::ifNumber.0 = INTEGER: 4
IF-MIB::iflndex.1 = INTEGER: 1
IF-MIB::iflndex.2 = INTEGER: 2
IF-MIB::iflndex.4 = INTEGER: 4
IF-MIB::iflndex.6 = INTEGER: 6
IF-MIB::ifDescr.1 = STRING: venet0
IF-MIB::ifDescr.2 = STRING: lo
IF-MIB::ifDescr.4 = STRING: ethO
IF-MIB::ifDescr.6 = STRING: sit0

IF-MIB::ifPhysAddress.1 = STRING:
IF-MIB::ifPhysAddress.2 = STRING:
IF-MIB::ifPhysAddress.4 = STRING: 0:c:29:aa:16:c2
IF-MIB::ifPhysAddress.6 = STRING:

# snmpwalk -v 1 -c public localhost system

SNMPv2-MIB::sysDescr.0 = STRING: Linux enderunix.org 2.6.18-
8.1.4.el5.028stab035.1 #1 SMP Sat Jun 9 01:43:20 MSD 2007 i686

SNMPv2-MIB::sysObjectlD.0 = OID: NET-SNMP-MIB::netSnmpAgentOIDs.10
SNMPv2-MIB::sysUpTime.0 = Timeticks: (775137) 2:09:11.37
SNMPv2-MIB::sysContact.0 = STRING: Metin KAYA metin.kaya@endersys.com.tr
SNMPv2-MIB::sysName.0 = STRING: enderunix.org

SNMPv2-MIB::sysLocation.0 = STRING: Endersys Head Office, Istanbul

gON NRP XWX QFMEBNitRIG3AGi@S&E N STRINGV DW O U O Q G DMREIM@EIQ GH=HU
(+HU VDGHFH 0$& DGUHVLQL |*+UHQPHN LVWL\RUVDQO] DuD+OGDN

# snmpget -v 1 -c public localhost ifPhysAddress.4
IF-MIB::ifPhysAddress.4 = STRING: 0:c:29:aa:16:c2



BuMAC adresiniQ GR+UX ROXS ROPDGO+0QuilibitiD+OGDNL NRPXWOD |+U

# ifconfig -a | grep eth0 | awk {print $5}
00:0C:29:AA:16:C2

$0D+ OkGndMiulas 6103 N X O O DIQUDR@ WP@drksOhhkinede VRUJIX 0D O GBaWOUOOP(
NXOODQOFOQOQ SD U R Glip¥ifel®3 ik @UthRiL IWHHOHIHPLLI LOH YHUL WUDQ
GLIUHOL ROPDYO VD+0ODQPOGWOU

# snmpget -v 3 -u ulas -l authPriv -a MD5 -A sifre123 10.0.0.207 SNMPv2-
MIB::sysORDescr.8

SNMPv2-MIB::sysORDescr.8 = STRING: The management information definitions
for the SNMP User-based Security Model.

NOT: )DUNOO ELU PDNLQHGH 6103 VRUJXODUO oDOOUWOUDFDNVDQ
ROPDVO JHUHNLU gUQH=+=LQ D\QO D+GD EXOXQGX+XQX] IDUNOO [
oDOOUWOUDELOPHQL] LoLQ PRGHPGHQ 6103 L]OHRpHWt L]ILQ YHUPL
ROPDVO D+0Q0]0Q GOUOQGDNL PDNLQHOHULGngellelLQ D+OQO]GD ¢

snmpsekomutuile LVWHQHQ 2," pOHULQ GH+HUL GH+LUWLULOHELOLU .RI

VQPSVHW JHQHOBVHOHQHNOHU RLG WLS GH+HU >RLG WLS GH+HU «@

tip G H+ L ($HRING), u (UNSIGNED), b (BIT), i INTEGER), X (HEX STRING), d (DECIMAL
STRING), n (NULLOBJ), o (OBJID), t (TIMETICK®)a (IPADDRESS)labilir.

$GD+ O GDN syLEcBSMOG Bl + L i N H Q ISTRING tGirde MEddersys Mersin Ofisi” ve
ifindex1 GH+LUNHQLQLQ GH=HUL ,17(*(5 WLSLQGH RODUDN GH=LGW

# snmpset —c private —v 1 localhost system.sysLocation.0 s “Endersys Mersin
Ofisi” interface.ifindex.1 =9

6103 6RUXQODUO

6103 VRUXQODUO QD gizimuzinGir0sdeNle®litD + O GDNL

x snmpdve snmptrapd VHUYLVOHULQLQ oD O Geiwtesnpd Saiv@séhiceQ RO X Q X]
snmptrapd statys

X /etc/snmp/snmpd.conGRV\DVOQGQ \DSO@B]E)}JI‘GSHHL-}MEVINOI:IN)(DEHQQED(JOD
HWNLQOHUHFH+-LQL KDWOUOD\OQO]

x 6103 LVWHPFLVL LOH VXQXFXVX DUDVOQGD LOHWLGLPL HQJH
letc/hosts.denye /etc/hosts.allowGRVADODUOQGD KHUKDQJL ELU VRUXQ RO

$-0Q0]GD 6103 LJOHPH\H L]LQ YHULOPLU ROPDOOGOU
x 6103 VeUsPeQ+]*Q GR+UX ROPDVO JHUHNLU

x



x 6103 VRUIJXVX oDOOUWOUOODFDN KHGHI PDNLQHQLQ ,3 DGUF
x Ivar/log/messages /var/log/snmpd.logGRV\DODUOQGDNL KDWD PHVDMODUO

letc/snmp/snmpd.con6 RV\DVOQGDNL G*]HQOHPHOHULQ EX PDNDOHQLQ
GXUXPXQGD KHUKDQJL ELU VRUXQOD NDUuOODUOOPDVO EHNOHQ

3. MRTG

3.1 MRTG Nedir?

MRTG D+ ED+ODQWOODUOQGDNL WUDILN \eNe¢Q+ L]OHPiddldi \DUD\DQ |
W U D AD-@IQ4® izlenmesine olanak veren grafikler (PNG bigiminde) iceren + 70/ VD\IDODU O

ROXuUWXUXU 057 3HUO YH & SURJUDPODPD GLOOHULQL NXOODQ
VLVWHPOHUL DOWOQGD o@ND GFikipta® O G B PFROWHWNVR G &HEXQ HGLO

057* 6103 DUDFOOO+O\OD LVWHQHQ 2," GH+-HUL KDNNOQGD LVWD
YHULOHUGHQ DQODPOO® JUDILNOHU oL]HELOHQ & NRGXQGDQ ROX
NXOODQOODUDN ROXUWXUXOXU 057* WDUDIOQGDQ ROXUWXUXOD
(ISORUHU YH 2SHUD JLEL ZHE WDUD\OFOODUO WDUDIOQGDQ J|U-=

057* VRQ \O0OD LOLUNLQ ND\OWODUO VRUXQVX]FD VDNOD\DELOP

057* . XUXOXPX YH <DSOo0DQGOUPDVD

$0D+OGDNL NRPXWOD 057* LoLQ JHUHNOL SDNHWOHU VLVWHPLQL

# yum -y install mrtg

ULPGL 057* DU DRig@dids OQE DRSOODQGAOUPD GRV\DPO]® ROXUWXUDO

# cfgmaker --global '‘WorkDir: /var/www/mrtg' \
--global 'Options]_]: bits,growright' \
--output /etc/mrtg/mrtg.cfg \

public@localhost

<XNDUOGDNL NRPXWXQ LON VDWOUOQGD 057* pQLQ ZHE VD\IDVO
EXOXQDFBekrflirGL]VQ WildsUBGHDAHQH+L LOH JUDILNOHUGH E\WH WeU+Q
bit cinsinden ifade edilmesi, growright VHOHQH+L\OH GH JUDIL+-LQ VD+D GR+UX LO
HQ VD+GD RODFDN UHNLOGH VD+0DQOU VDWOUGD LVH EX NRF
GRV\DVOQOQ ND\GHGLOHFH=+L GL]LQ EHOLUWLOLU GRV\DQOQ DG
GRV\DVOQOQ KDQJL NXOODQOFO YH PDN ui@s@®@I0®IOQOROXGW XU X O G X



(NXOODQOFQEKRLY WIQWD B W @i HatgDmdinp MR sEIL i@ldnésekse hostname
NOVPOQD R PDNLQHQLQ DGO YH\D ,3 DGUHVL \D]JOOPDOOGOU $\U
NXUXOPXi ROPDOOGOU %X D+GD 61@dgekek® HPH\H L]LQ YHULOPLU |

9HUL WUDQVIHULQLQ ELUlaG]HLjrllJJBEOIEDQDLI?IHR\IGDI]DLILI])FNDM@UoHNOHu~PH~Vl
057* \DSOODQGOUPD GRVIDVOQO X NRPXWOD ROXUWXUPDOOVOQ
privpasswordve privprotocol VHOHQHNOHULQL NXOODQPDQO]D JHUHN \RNWXU

# cfgmaker --global '‘WorkDir: /var/www/mrtg' \
--global 'Options][_]: bits,growright' \
--output /etc/mrtg/mrtg.cfg \
--enablesnmpv3 --username=ulas --authpassword=sifre123 \
--authproto=md5 --privpassword=veri_sifresi --privprotocol=des \
ulas@10.0.0.207

%XUDGD GLNNDW HWPHQL] JHUHNHQ NRQX LVH \XNDUOGDNL VDW
bilgilerinin PDNDOHQLQ E|O*P QGH \DSWO+0Qd0] D\DUODUOD X\XUGPL
NXO O Dlgsd sOVUEKemns & HUL W U D Qétil HitesS DAIRDO BMOOFD NXOODQOFOQ
MDS5 ile veri transferi SDURODVOQO GD '(6 DO JRButcdAONB@. U LIUHOL\RUX]
E|O*P*QGHNLOHU Bk @eQekRan Pkl @nébEntddik icin SNMP siirtim 3 “{iin

sisteminizde kuruluo OPDV O JHUHNLU

cfgmaker NRP XWX QX ED 0D UO\O Rtotnt@drigf DS O B WQ Q@ MRP@UBRV\D VO Q¢
KHUKDQJL ELU VRUXQ ROXS ROPDGO+0Q0 NeRRNWWMP/R@pcdcenf QL] 6RU
GRV\DVOQO G*]JHQOHPHQL] \| NN HD 3\ DOD@EQUPDIREDA VPONDOHQL
E|O+P*QGHNL JLEL \DSWO\VDQO] K HtigaakarIN. REPLXUN X RIUOXXKHD RNMXQUPADX D K
057* \DSOODQGOUPD GRV\DVOQGD |Q WDQOPOO RODUDN WeP HWHK
grafikleri i¢in gereke @ VDWOUODU \D]OOOGOU +HU HWKHUQHW DUD\«]e LoL
VD\IDQO]GD WDNLS HWPHN LVWHGL+LQL] HW#Hdit@ikiW DUD\*]*QH L
NDOGOUPDQO] JHUHNLU LOH EDUGOD\D QriBim&ivio) Bidddd o ONOD P D
ID]JOD HWKHUQHW DUD\*]*Q+Q WGERHKIL -3 QH QIQUHFHDHDUH\ H B BAMANMW Q R
057* \DSOODQGOUPD G R/MNtchrivtgmrigcfg 8 R VOIBVHIEQ®DNL WHULPOHULQ |
E|O+P*Q VRQXQGD:DoONODQDFDNWOU

# cat /etc/mrtg/mrtg.cfg
# Created by

# lusr/bin/cfgmaker --global "WorkDir: /var/www/mrtg' --global 'Options][_]:
bits,growright' --output /etc/mrtg/mrtg.cfg public@localhost

### Global Config Options
# for UNIX

# WorkDir: /home/http/mrtg
# or for NT



# WorkDir: c:\mrtgdata

### Global Defaults

# to get bits instead of bytes and graphs growing to the right
# Options[_]: growright, bits

EnablelPv6: no
WorkDir: /var/www/mrtg

Options[_]: bits,growright

HHAHHH AR R R R R R R R R R R R R R
# System: mrtg.endersys.com.tr

# Description: Linux mrtg.endersys.com.tr 2.6.18-8.1.4.el5.028stab035.1 #1
SMP Mon Jul 23 14:37:32 EDT 2007 i686

# Contact: Metin KAYA <metin.kaya@endersys.com.tr>
# Location: Endersys Head Office, Istanbul
HHAHHH A H AR A AR R R R R R R R R R

Target[localhost]: 2:public@localhost:
SetEnv[localhost]: MRTG_INT_IP="10.0.0.207" MRTG_INT_DESCR="eth0"
MaxBytes|[localhost]: 1250000
Title[localhost]: Traffic Analysis for 1 -- mrtg.endersys.com.tr
PageTop[localhost]: <h1>Traffic Analysis for -- mrtg.endersys.com.tr</h1>
<div id="sysdetails">
<table>
<tr>
<td>System:</td>
<td>mrtg.endersys.com.tr in Right here, right now.</td>
</tr>
<tr>
<td>Maintainer:</td>
<td>Metin KAYA &lt;metin.kaya@endersys.com.tr&gt;</td>
</tr>
<tr>
<td>Description:</td>
<td>ethO </td>
</tr>
<tr>
<td>ifType:</td>
<td>ethernetCsmacd (6)</td>
</tr>
<tr>

<td>ifName:</td>



<td>ethO</td>
</tr>
<tr>
<td>Max Speed:</td>
<td>1250.0 kBytes/s</td>
<ftr>
<tr>
<td>Ip:</td>
<td>10.0.0.207 (mrtg.endersys)</td>
</tr>
</table>

</div>

057* \DSOODQGOUPDPO]GD ELU VRUXQ ROPDGO=+0Q0
NRPXWODUO YHUHELOLUL]

[metin@enderunix]# env LANG=C /usr/bin/mrtg /etc/mrtg/mrtg.cfg

Rateup WARNING: /usr/bin/rateup could not read the primary log file for
localhost_10.0.0.207

Rateup WARNING: /usr/bin/rateup The backup log file for
localhost_10.0.0.207 was invalid as well

Rateup WARNING: /usr/bin/rateup Can't remove localhost_10.0.0.207.old
updating log file

Rateup WARNING: /usr/bin/rateup Can't rename localhost_10.0.0.207.log to
localhost_10.0.0.207.old updating log file

[metin@enderunix]# env LANG=C /usr/bin/mrtg /etc/mrtg/mrtg.cfg

Rateup WARNING: /usr/bin/rateup Can't remove localhost_10.0.0.207.old
updating log file

[metin@enderunix]# env LANG=C /usr/bin/mrtg /etc/mrtg/mrtg.cfg
[metin@enderunix]#

LGOHULQ \R

$1Q0 NRPXW NH] oDOOGWOUBOGO d+QN-+ LidikhesimBy@OdWOUPDGD
P:PN*Q ROPDGO+0QGDQ 0+QN+ KHQ+] ED]O ND\OW GRV\DODUO RO
0DOOUPDGDQ -XRRWDVIOPWDBOIPD\D GHYDP HGLOHELOLU

cfgmaker LOH \DSOODQGOUPD G RV \ibdexin@k@iliMRYXG $aXle@EX NWD Q VRQUD
JJU*QW+OH\HFH+LPL] ZHE VD\IDODUOQO ROXGWXUPDOO\O]

# indexmaker --output=/var/www/mrtg/index.html \
--title="System Administration at Endersys" \

--sort=name --enumerate /etc/mrtg/mrtg.cfg

% X NRPXW X Qvabvith@@@iBiinde index.ntml GRV\DVO ROXUXU %X GRV\D VD\
tizerinden MRTG grafikleri goriintiilenebilir. titte VHOHQH+L\OH 057* ZHE VD\IDVOQOQ E



33MRTGCron guL

057* LoLQ JHUHNOL SDNHWOHUL \XP ErorHLN K GIX$ XRKH H a DS EDD Q ¢
RWRPDWLN RODUDN \DSOGoPOuwWOU

057* JUDILNOHULQL] |Q WDQOPOO RODUDNenvGANGIONDGD ELU JeQFt
Jusr/bin/mrtg /etc/mrtg/mrtg.cfgNRP XWX GDNLND DUD)\@D/con.drigW OUOOOU % X
GRV\DVOQO Ge+]HQWiNhHUHNQEHEQUWDWOU EDGUOQGDNL puL \DSDL
grafikleriniz her 1 dakikada bir giincellenir:

[metin@enderunix]# cat /etc/cron.d/mrtg
*/1 **** root LANG=C LC_ALL=C /usr/bin/mrtg /etc/mrtg/mrtg.cfg -—lock-
file /var/lock/mrtg/mrtg_| —confcache-file /var/lib/mrtg/mrtg.ok

%XUDGD |Q WDQOPOO 057* \D SQcD@rar.tfPNDX G R D\ DYOORIODDDNOO E
\DSOODQGOUPD GR VASMIOMNXIO®HD@® VBQBDNYDGRV\D DGO X\IXQ GHN
diizenlenmelidir.

34MRG- $SDFKH <DsSO6obQGcOburPDVO

057* JUDILNOHULQL]LQ ZHE W D U D\ O/&téhitiaiicord.dlivirtd <ot FOH QWE QOP H
diizenlemeniz gerekebilir. /etc/httpd/conf.d/mrtg.confG R V UDAi&Q@nrtg LOH EDGOD\DQ VDWOU
GHYDPMROGWRb VD\IDVOQOQ EXOXQGX+X WDP GL]JLQ DGUHVL \D]JOOF
\DSOODQGOUPD\D JJUH EX VDWOU Gt|\OH ROPDOOGOU

Alias /mrtg /var/www/mrtg

$\WUOFD 057* ZHE vD\IDVOQOQ EDUNDODUO WDUDIOQGDQ J|U-OHEL
JHUHNLU gUQH=+LQ EX VD\IDQOQ VDGHFH NHQGL D+-0QO]GDQ |U
J|U*QW+OHQPH V U&dhtipWstnf dRricydBERNV\DVOQOQ LOJLOL NOVPO DuD+
ROPDOOGOU

<Location /mrtg>

Order deny,allow

Deny from all

Allow from localhost 10.0.0.0/24
</Location>

(+HU 057* vD\IDODUOQOQ LQWHUQHWWH KHUNHV wWDUDIOQGDQ J|
G|]\OH ROPDOOGOU

<Location /mrtg>
Order deny,allow
Allow from all

</Location>



%X DUDPDGD WeP 057* DhipiiorD s&ver Ro@rilgH U QH + L Q o
http://10.0.0.207/mrtg) OLQNLQH WONODQGO+-0OQGD 057* ZHE VD\IDVOQO JJL

System Administration at Endersys
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L MULTE ROUTER TRAFFIC GRAPHER
version 2.14.5 Tobias OCetiker mailto-tobi+mrtglink@oetiker.ch

and Dave Rand mailto-dir@bungi com

UHNML@QUQHN 057* :HE 6D\IDVO

3.5 Ornek MRTG Grafikleri

$0D+0OGD J|VWHUHFH=+LPL] JUDILN RO X (i Makaldd3 ¥ bslimhii@in) HUHNOL VI
sonunda gost H U G L + L P lejc/hut@mdrtg.cig GRVA\DVO QD HNOHPHQL] JHUHNLU %X Z
JJUsOHQ JUDIL+L ERUG EH O O/kttimRd/migy.&d.83R VH D'\ GE QW P& OLRR O J
vDWOUODU G|\OHGLU

Target[freemem]:.1.3.6.1.4.1.2021.4.6.0&.1.3.6.1.4.1.2021.4.6.0:public@localhost
LoadMIBs: /usr/share/snmp/mibs/HOST-RESOURCES-MIB.txt
Options[freemem]: nopercent,growright,gauge,noinfo
Title[freemem]: <H1>Free Memory</H1>

PageTop|[freemem]: <H1>Free Memory</H1>
MaxBytes[freemem]: 1000000

kMGJ[freemem]: k,M,G,T,P,X

YLegend[freemem]: bytes

ShortLegend[freemem]: bytes

Legendl[freemem]: Free Memory:

LegendO[freemem]:

Legendl1[freemem]: Free memory, not including swap, in bytes



JUDiite INXOODQOFOODU YH VLVWHP WD U D)lfdQ@mek@iiNXOO0ODQOOD
letc/mrtg/mrtg.cfgGRVADVOQD \D]J]OOPDVO JHdgetN-HD \EMW O D DU VIO VO GE D
RouterUptime LOH EDGOD\DQ VDWOUD NDGDU ROD:Q VDWOUODU WHN VL

LoadMIBs: /usr/share/snmp/mibs/UCD-SNMP-MIB.txt

Target[localhost.cpu]:ssCpuRawUser.0&ssCpuRawUser.0:public@localhost +
ssCpuRawSystem.0&ssCpuRawSystem.0:public@localhost +
ssCpuRawNice.0&ssCpuRawNice.0:public@localhost

RouterUptime[localhost.cpu]: public@localhost
MaxBytes[localhost.cpu]: 100
Title[localhost.cpu]: CPU Load
PageTop[localhost.cpu]: <H1>Active CPU Load %</H1>
Unscaled[localhost.cpu]: ymwd
ShortLegend][localhost.cpu]: %
YLegend[localhost.cpu]: CPU Utilization
Legendl[localhost.cpu]: Active CPU in % (Load)
Legend?2[localhost.cpul]:

Legend3Jlocalhost.cpul]:

Legend4[localhost.cpul]:

Legendl[localhost.cpu]: Active
LegendOJlocalhost.cpu]:

Options[localhost.cpu]: growright,nopercent

JUDIL+L W DN Bld dnkdlQdmn Her/mrtg/mrgg©g GRV\DVO QD \D]J]OOPDVO JHUHN
G|\OHGLU

Target[localhost.swap]:memAvailSwap.0&memAvailSwap.0:public@localhost
LoadMIBs: /usr/share/snmp/mibs/UCD-SNMP-MIB.txt
PageTop[localhost.swap]: <H1>Swap Memory</H1>
Options[localhost.swap]: nopercent,growright,gauge,noinfo
Title[localhost.swap]: Free Memory
MaxBytes[localhost.swap]: 1000000

kMGJlocalhost.swap]: k,M,G,T,P,X
YLegend[localhost.swap]: bytes
ShortLegend[localhost.swap]: bytes
Legendl[localhost.swap]: Free Memory:
LegendOJlocalhost.swap]:

Legendl[localhost.swap]: Free memory avail, in bytes

JUNdHPLQL]LQ NHQGLVLQH DV~V(~)ODQ~ELU SLQJH RUMOODPD ND
etmek i¢in /etc/mrtg/mrtg.cfgGRV\DVOQD \D]JOOPDVO JHUHNHQ VDWOUODU u|\(



Title[ping]: Round Trip Time

PageTop[ping]: <H1>Round Trip Time</H1>
Target[ping]: “/etc/mrtg/ping.sh’

MaxBytes[ping]: 2000

Options[ping]: growright,unknaszero,nopercent,gauge
Legendl[ping]: Pkt loss %

LegendO[ping]: Avg RTT

Legendl[ping]: Maximum Round Trip Time in ms
Legend2[ping]: Minimum Round Trip Time in ms
YLegend[ping]: RTT (ms)

% XUDGD Npin@hmRYOMQO LVH ] Vetindty/pindEsiolaiakikytiedip chmod 755
letc/mrtg/ping.shNRP XWX LOH oDOOUPD L]QL YHUPHOLVLQL]

[metin@enderunix]# cat /etc/mrtg/ping.sh
#!/bin/sh

PING="/bin/ping"

ADDR="localhost"

DATA="$PING -c10 -s500 $ADDR -q °
LOSS="echo $DATA | awk {print $18 }' | tr -d %"

echo $LOSS

if [ $LOSS = 100 |;
then
echo 0
else
echo $DATA | awk -F/ {print $5 }'
fi

JUDIL=+L H O Gnbkakdi B HbNlimonli€konunda gosterilen drnek MRTG \D S OobQGcOuUPD
G RV\D V @&@/@imghnrtg.cfy Target[localhost]: 2:public@localhostVDWOUOQGDQ GRV\D VR
NDGDU RODQ NiSiiPO NXOODQDELO

JUDIL+L DoON 7 & 3IdEmeli@nan/mrty/mi@i@G RVADVOQD \D]OOPDVO JH
vDWOUODU G|\OHGLU

Target[tcpopen]:.1.3.6.1.2.1.6.9.0&.1.3.6.1.2.1.6.9.0:public@localhost
Options[tcpopen]: nopercent,growright,gauge,noinfo

Title[tcpopen]: Open TCP connections



PageTop|tcpopen]:<h1l> Open TCP connections</h1>
MaxBytes[tcpopen]: 1000000
YLegend[tcpopen]: # conns

ShortLegend[tcpopen]: connections

Legendl[tcpopen]: Connections:

LegendOJtcpopen]:

Legendl[tcpopen]: Open TCP connections

057* THULPOHULQLQ $o0ONODPDODUO

letc/mrtg/mrtg.cfgGRV\DVOQGD NXOODQGO+0PO] ED]O WHULPOHULQ Do0

UCD — SNMP — MIB MRTG $0ONODPD
MIB Nesne Tipi Tipi
'"H4LONHQ L

ssCpuRawUser Counter | Counter | 6LVWHP EDUODWO@®GKBRKYG R® B MADED U +
NXOODQOFOODUOQ oDOOUWOUGONODUC
WRSODP &38 PLNW B&OPUREMSYstEmX [GH+HUH
ssCpuRawNiceGH+HUOHUL HNOHQLUVH NXOO|
&38 PLNWDUO KDNNOQGD DQODPOO ELU

ssCpuRawSystem Counter | Counter | 6LVWHP EDUODWOMGKBRRYCGRODPWLEDUF
kulanOFOODUOQ oDOOUWOUGO+O|X\IXODF
PLNWDUOGOU

ssCpuRawNice Counter | Counter | gQ WDQOPOO |QFHOLN GH+HULQGH oDO«
NXOODQGO+D &38 PLNWDUOGOU

ssCpuRawldle Counter | Counter | . XOODQOOPD\DQ &38 PLNWWDUOGOU %X
oONDUOODBUVD NXOODQOODQ WRSODP &
VEerir.

memAvailReal Integer | Gauge ODNLQHGHNL NXOODQOODELOLU WRSOD
PLNWDUOGOU

tcpActiveOpens Counter | Counter | (WNLQ NXUXOXPX WDPDPODQPOU 7&3 F

tcpCurrEstab Gauge | Gauge +HQ+] NXUXOXP DUDPDVOQGDNL|7&3 ED=

tcpInErrs Counter | Counter | +DWDOO FKHFNVXP HUURU 7&3 ED+ODC(

UHNL®57* <DSOODQGOUPD 'RV\DVOQGDNL %D]O 7THULPOHULQ .

057* \DSOODQGOUPD SDUDPHWUHOHUL DuD+OGDNL ELoLPGH \D]0O

3SDUDPHWUH>JUDILNBDGO@ GH=+HU

Buradaki GH+HJLUJDIL+_D]1))~$1DUULD]PHWUI-DID.GDUDG’@IMJ@JL’I-IVL GH \D]JOODFDNYV
ELOLPGH ROFBPR@®EOU SDUDPHWUHVLGLU

SDUDPHWUH>JUDILNBDGO@ GH+HU GH=+HU



*UDIL+LQ JLULU 2, legéndheyd Hogebdl RIOPW DN LIDGH HGLOLU dONOUu 2,
LegendOveyaLegend2 RODUDN WDe@OARLVHQIIUD IL+LQ < HNVHQLQL LIDGH HG

*UDILNOHULQ *]JHULQGH RadaF@pild fhdEdDiliOOHN B BIHDWD w1 >
DUDVOQGD \&HIS @RBID-Qicofatilir). g U Q HPageJop[tcpopen]: <h1> Open TCP
connections </h1>

EnablelPv6 Options[ _ Jve WorkDir GH+LUNHQOHUL JOREDO GH+LUNHQOHU ROX
GRV\DVOQGD VDGHFH ELU NH] \D]6boPDOOGOU
057* \DSOODQGOUPD GROiaYOPOQHEEDOQD®NL VDWOU WeP JUDILN

segenekleri ifade eder. Options[JUDILNBDEDGOD\DQ VDWOUODU LVH VDGHFH LO.
secenckleri belirtir.

MaxBytesVHoHQH=+L LVH 057* pQLQ JUDILN «JHULQH HQ ID]JOD NDo YHL
ID]JOD VD\OGD YHUL ROXUVD EXQODU JUDILNWH J|VWHULOPH]

057* JUDIL+L ROXGNVKXHXHQHQL QGH ELU EHWLN NXOODQOOPO\RUV
QHVQHVL RaxgetO/HEeE Qe UYL QLQ \D]OMIE tetnkl&ininlidinCi.Gile U
bitmelidir ,3 DGUHVL \HULQH PDNLQH DGO GDpui¢ddbiiQ:LUVLQL] 6103

7DUJHW>JUDILNBDGO@ 0, % BVIB Nedrtés/20:SNMP_ S D U R O DPV fbltesi

BetikkulDQOOO\RUVD Dub+OGDNL JLEL ROPDOOGOU

7DUJHW>JUDILNBDGO@ CEHWLNBDGOC

(+HU D\QO JUDILNWH ELUGHQ ID]OD bu d6rufadd Vagyet\WLD @/HDUHJ i | NOXKD O D
ROPDGHNOVUDWOU RODUDN \D]OOPDOOGOU

7DUJHW>JUDILNBDGO@ 0,%BQHVQHVL 0,%BQHVQHVL 6103BSDURODV
0, %BQHVQHVL 0, %BQHVQHVL 6103BSDURODVO#,3BDGUHVL
0, %BQHVQHVL 0, %BQHVQHVL 6103BSDURODVO#,3BDGUHVL «

Target VPW@U@QGD W R S-D @i (*), bolnee@N,Ddprradtezler () NXOOD.QOODELOLL
< D Olfp kntakterlerden énce vesonra PXWODND ERUOXN 6SDFH YH\D 7$% ROPDC



4 20DVO 057* +DWDODUO YH d|]*PO}

y HTTP 403 YASAK

057* ZHE vD\IDVOQO JJUPHN LVWHGL+LQL]JGH EX KDWD\O DOO\RU\
¢Oziimii i¢in makalenin 3.4 boliimiinii inceleyiniz.

y 057* ZHE VvD\IDVOQD WO N O DHtYA QD) Brirtg)|dyadikied L Q

JJUHPL\RUVDQO®] 057* oDOOUGUPD GL]L QO kio/htpdicenfEimag\dbfW DUV O]10 0
GRV\QWAIgs VDWOUOQO X\JIJXQ UHNLOGH Ge]HO%N&®®BBDFKH p\L \HQI
restar). (VDVOQGD VRUXQ 057* pQLQ JUDILNOHUL ROXUWXUPDN LoLQ
E X O X Q D P D P BuMifd Badog/hetprérror log GRVIDVOQD EDNDUDN DQODUOODEL(

# tail /var/log/http/error_log

[Tue Jul 10 03:15:37 2007] [error] [client 10.0.0.203] File does not exist:
Ivariwmww/mrtg/localhost_2-day.png, referer: http://10.0.0.207/mrtg/

[Tue Jul 10 03:15:37 2007] [error] [client 10.0.0.203] File does not exist:
Ivariwww/mrtg/mithril.ping-day.png, referer: http://10.0.0.207/mrtg/

y LANG Cevre '"H=LUNHQL

Jusr/bin/mrtgveyamrtg JLEL NRPXWOD U QANG @6 YW B UGG+ 0 R AQIPDIV® @ B)D Q
ND\QDNODQDQ ELU KDWD DOO\RUVDQO] EX NRPXWODUO® GX GHNLC

[metin@enderunix]# /usr/bin/mrtg /etc/mrtg/mrtg.cfg
ERROR: Mrtg will most likely not work properly when the environment
variable LANG is set to UTF-8. Please run mrtg in an environment

where this is not the case. Try the following command to start:

env LANG=C /ust/bin/mrtg

[metin@enderunix]# env LANG=C /usr/bin/mrtg /etc/mrtg/mrtg.cfg
[metin@enderunix]#

y . XO00oDQG0O+0Q0H0] ,3 DGUHVL PDNLQH DGO YH 6103 NXOODQOFO

y 057* \DSOODQG O U Rdix/@rghhrtn.of Q0cIP D\D oD O O iwai@ve SNMD] 6103
get LUOHPOHULQL \DSDELOGL+LQL]GHQ HPLQ ROPDN LoLQ LOJLOL |
PDNDOHQLQ NOVPOQD EDNDELOLUVLQL]



5. Kaynaklar

X TCP/IP Illustrated, Volume 1: The Protocols, W. Richard Stevens, Addison-Wesley, 1994,
ISBN 0-201-63346-9

X http://www.linuxhomenetworking.com/wiki/index.php

X http://www.belgeler.org/howto/mrtg.html
.RPXWODUOQ N@ODYX] VD\IDODUO PDQ SDJHV

x



