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Ag Trafigi Dinleme Ve Yorumlama

uzeyfe ONAL
huzeyfe@enderUNIX.org
EnderUNIX Yazilim Gelistirme EKibi
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Sunum lcerigi

* Paket Kavrami

* Ham trafik, Protokoller ve calisma yapilari
* Tcpdump paket analizi

* Ethereal ile ag trafik analizi

* Data Carving

* Yerel Aglarda Guvenlik sorunsali

* Sifrelenmis trafik Guvenli mi?

* Cozumler..
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Sniffing for what?

* Good/Admins = “Protocol Analysis”
* Bad/Hackers = “Sniffing The Wire”
* Developers = “Is My Application Working




Paket Kavrami..

* lletisim == paket (?)
* Ne ise yarar
— Bilinmeyen Protokol Analizi
— Ag trafigi basarimi
— Anormal trafik gozleme
— Firewall/IDS/IPS altyapisi..

TCP, UDP Paketleri

Protokoller
— SMTP, FTP, P2P trafigi nasil ayirt edilir
— Linux L7-filter projesi
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Ham Trafik

* Tcpdump ciktisi — 68 byte



Tcpdump analizi

16:21:24.174180 Timestamp

192.168.60.3 Source IP address
34720 Source port
10.10.10.3 Destination IP address
3389 Destination port

S TCP SYN flag is set

2354677536 TCP initial sequence number (ISN)
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Ethereal ile trafik Analizi

@ ethl: Capturing - Ethereal @ Ethereal: Capture from eth o x ||| x|
File Edit View Go Capture Analyze Statistics Help Captured Packets J
¢ ~N @ Total 50 % of total
BEeed cEHx®E Rer» 0TI [FE Qaaal @#HHE I, 0 ot el
[ Eilter: | 4= Expression... | s Clear| o Appl TcP 0 0.0% J
Eiter. | b= — ‘ —ppy‘ uDP a4 88.0% L
No. . Time Source Destination Yrotocol | Info ICMP 2 L 4.0% B]
23 50,078265 192, 168.1. 239, 255,255,250 SSDP___ NOTIFY * HTTP/1. ARP 4 I B2
24 50081516 192 168 1. 239255 255 . 250 SSDP___ NOTIFY * HTTP/1 OSPF 0 002
25 50.084511 192 168.1. 239, 255,255,250 SSDP___ NOTIFY * HTTP/L. GRE 0 0@
26 50.087982 192 168.1. 230,255 .255.250 SSDP___ NOTIFY * HTTP/L. NetBIOS 0 0@
27 50.091351 192 168.1. 239.255,255.250 SSDP___ NOTIFY * HTTP/L. IPX 0 0@
26 50.094766 192 168.1. 239.,255,255.250 SSDF___ NOTIFY * HTTP/L. VINES 0 0.0%
29 50,098247 192 168.1. 239,255, 255,250 SSDP__ NOTIFY * HTTP/L. Other 0 0.0%
30 54.316460 Intel d8:df: Broadcast ARP Who has 192.168.1.17 Tel puoning  00:01:39
31 54320625 USRoboti e8:aa:ic Intel d8:df:c9 ARP 192.168.1.1 is at 00:c0:¢
32 54.320638 192.168.1.2 212.175 .212.2 DNS Standard query A google.c _
33 59.315736 192.168.1.2 212.175 .212.2 DNS Standard query A google.c
34 50,347324 212.175.212.2 192.168.1.2 DNS Standard guery response A 64.233.167.99 A 64,233,187.99 A 72. L

ST mamm—— Sem s = s o —sEEEEES =

Frame 1 (320 bytes on wire, 320 bytes captured)
Ethernet II, Src: USRoboti e8:aa:7c (00:c0:49:e8:aa:7c), Dst: 01:00:5e:7f:ff:fa (01:00:5e:7f:ff:fa)
Internet Protocol, Src: 192.168.1.1 (192.168.1.1), Dst: 239.255.255.250 (239,255 255.250)

User Dat: SRl

Hypertex:
ve | @ shell

root@slax:~# ifconfig ethl

ethl Link encap:Ethernet Hwaddr ©0:0E:35:D8:DF:C9
inet addr:1.1.1.2 Bcast:1.255.255.255 Mask:255.0.0.0
inet6 addr: feB0::20e:35ff:fed8:dfc9/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:137 errors:@ dropped:69 overruns:0 frame:0@
TX packets:11 errors:0 dropped:0 overruns:® carrier:0
collisions:® txqueuelen:1000
RX bytes:6880 (6.7 Kb) TX bytes:568 (568.0 b)
Interrupt:7 Base address:0x2000 Memory:fcffedod- fcffefff

v v v v v

root@slax:~# ifconfig ethl 192.168.1.2

root@slax:~# route add default gw 192.168.1.1

root@sla # ping google.com

PING google.com (64.233.167.99) 56(84) bytes of data.
BRERCENCHNIdG 4 bytes from 64.233.167.99: icmp seq=1 tt1=242 time=198 ms

0010 01 32

0020 ff fe

D030 20 28 70 44 54 54 50 Jf 31 Je 31 70 0d Ua 48 4f FHITP7 1.1 _HO =l
ethl: <live capture in progress=> File: /ftmp/etherXXXXZfvIP] 14 KB | P: 50 D: 50 M: O

 m@ s | @eth1: Capturing - Ethe! | = Shell - Konsole | [mtr] 2 s




ARP Analizi

© ethl: Capturing - Ethereal - = =]
Eile Edit View Go Capture Analyze Statistics Help

Bl i @& BbE x ®8 ® @ =0 F 2 BEEH @@ [ (ésy]

5] Eilter: || w | 4k Expression... | % Qlear| of aDDIy|

No. . |Tirﬂe | Source | Destination |3rotocol | Info =
2 0.002709 USRoboti_e8:aa:7c Intel_d8:df:c9 ARP 192.168.1.1 is at 00:c0:49:e8:aa:7c
3 5.034649 USRoboti_e8:aa:7c Intel_d8:df:c9 ARP Who has 192.168.1.27 Tell 192.168.1.1
4 5.034668 Intel_d8:df:c9 USRoboti_e8:aa:7c ARP 192.168.1.2 is at 00:0e:35:d8:df:c9

[

I Frame 1 (42 bytes on wire, 42 bytes captured)
> Ethernet II, Src: Intel_d8:df:c9 (00:0e:35:d8:df:c9), Dst: Broadcast (ff:ff:ff ff:ff:ff)

. AAAr~ce Dacalii+inn Dradtacal

2 Shell - Konsole

Fomenm e+ )

El & Shell
root@slax:~# arp -an
? (192.168.1.1) at 00:C0O:49:E8:AA:7C [ether] on ethl : Capture from eth o| =
root@slax:—# arp -d 192.168.1.1 ‘oot@slax:—# ping google.com lkets
root@slax:~# arp -an 'ING google.com (72.14.207.99) 56(8 a 9%, of total
? (192.168.1.1) at <incomplete=> on ethl -) bytes of data. o] 0.0%
root@slax:—# arp -an 4 bytes from 72.14.207.99: icmp_se o] 0.0%
? (192.168.1.1) at 00:CO:49:EB8:AA:7C [ether] on ethl =1 ttl=241 time=182 ms o 0.0%
root@slax:~# | o 0.0%
-- google.com ping statistics --- g — log'gﬂf
packets transmitted, 1 received, 0 0.0°/:
s packet loss, time @ms o 0.0%
tt min/avg/max/mdev = 182.029/182. a 0.0%
129/182.029/0.000 ms s} 0.0%
root@slax:~# [| o] 0.0%
01:04
© stop
........ T I —
[ ] =
|eth1: <live capture in progress> File: /ftmp/fetherXXXXn4WVV3g 256 Bytes | P:4D: 4 M: 0
‘E‘ - @ ~ I j &) ethl: Capturing I—i Shell - Konsole = Shell - Konsole | E 2 .:Ijj:l EE "lE




Ethereal Paket detaylari

@ ethl: Capturing - Ethereal - =] x|
File Edit View Go Capture Analyze Statistics Help

e ee x @B E Ve F L/ EE QQEFE M ©
[ Eilter: u ﬂ 4= Expression... | % Qlear‘ 14 Apply‘
No. . |T|me |Source ‘ Destination |>rotocol | Info =
10 000000 192.168.1.2 64 .90 164 206 TCP 41244 > http [SYN] Seq=0 Ack=0 Win=5840 Len=0 MSS5=1460 TSV=207:
2 0.168823 64.90.164.206 192.168.1.2 TCP http > 41244 [SYN, ACK] Seq=0 Ack=1 Win=65535 Len=0 MSS=1460 WS
4 9,023631 192.168.1.2 64 .90 164 206 HTTP Continuation or non-HTTP traffic
5 9.246999 64.90.164.206 192.168.1.2 HTTP Continuation or non-HTTP traffic I
6 9.247024 192.168.1.2 64 .90 164, 206 TCP 41244 > http [ACK] Seg=34 Ack=1441 Win=8720 Len=0 TSV=216695 T¢
7 9.273554 64.90. 164 . 206 192.168.1.2 HTTP Continuation or non-HTTP traffic
8 9273566 192.168.1.2 64 .90 164 206 TCP 41244 > http [ACK] Seq=34 Ack=2881 Win=11600 Len=0 TSV=216721 ~
9 9,296291 64.90.164.206 192.168.1.2 HTTP Continuation or non-HTTP traffic
10 9.296301 192.168.1.2 64 .90 164, 206 TCP 41244 > http [ACK] Seg=34 Ack=4097 Win=14480 Len=0 TSV=216744 ~
11 9.323576 64.90.164.206 192.168.1.2 HTTP Continuation or non-HTTP traffic
12 9.323586 192.168.1.2 64 .90 164 206 TCP 41244 > http [ACK] Seq=34 Ack=5537 Win=17360 Len=0 TSV=216771 ~ -
> Frame 3 (66 bytes on wire, 66 bytes captured) : :
» Ethernet II, Src: Intel _d8:df:c9 (00:0e:35:d8:df:c9), Dst: USRoboti e8:aa:7c (00:c0:49:e8:aa:7c)
N Thrtmarnat Dratea~al Cr~: 107 T2 1 7 (707 1&8 T 7Y Ne+. EA OM 1TRA INR 6490164206)
2 Shell - Konsole [-1o0=1[(s0), seq: 1, Ack: 1, Len: @
5| @ Shell i
[l CEIEYEEE: telnet www.enderunix.org 80 = @ Ethereal: Capture from eth of x|
Trying 64.90.164.206. .. ) Crpturer Bodets
Connected to www.enderunix.org. Tt e
Se il b
Escape character is 1. ScTP 0 0.0%
TCP 31 100.0%
http://www.w3.0rg/1999/xhtml"> UDP o} 0.0%
ICMP 0 0.0%
<meta http-equiv="Content-Type" content="text/html; chars ARP 0 0.0%
et=is0-8859-9" /> OSPF 0 O-Ozfv
<title>EnderUNIX Yazilim Gelistirme Takimi @ TR </title> GRE e 0.0%
5 . = = . = = NetBIOS 0 0.0%
<link href="style.css" rel="stylesheet" type="text/css" / IPX o 0.0%
VINES 0 0.0%
Other 0 0.0%
<div align="center"> Running 00:01:40
<div align="center"> ‘ -
<table width="100%" border="0" cellspacing="0" cellpad z j
looz0 85 b4 6e c3 00 00 01 01 08 Da 80 03 7a Ff 5b a0 ..n... . k1. =
[ethl: <live capture in progress=> File: ftmp/etherXXXXSoPwMH 19 KB JP:31D:31M: 0

AG‘ - @ X 3 I j © ethl: Capturing Iﬁ Shell - Konsole = Shell - Konsole | E 2 dj:ﬂ EE "|E




@ (Untitled) - Etherea[c Follow TCP stream
Eile Edit View Go Cap [Stream Content

TP/ 1 200 0K

Cate: Sun, 14 May 2006 03:53:04 GMT
Server: Apache/2.0.55 (Unix) DAV/2 PHP/4.4.1 with Hardening-Patch
-Powered-By: PHP/4.4.1 with Hardening-Patch
Set-Cookie: POSTNUKESID=5d30864479610147T50b559a23076a04; expires=5Sun, 21 May 2006 03:53:04 GMT; path=/
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: cache
no-cache
Timeout=15, max=100
Keep-Alive
ranster-Encoding: chunked
Content-Type: text/html; charset=I50-8859-1

'‘center"></div=>
‘center"=</div>
HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN">

1380 751.993285 6

Frame 1380 (54 bytes Content-Type" content="text/html; charset=IS0-8859-1">
Ethernet II, Src: USF the GNU/Linux distribution for desktop and servers</title>
T Eene e ol i CeE LT . Lo NE T il
~ Transmission Control
Source port: http ( CASCI O EBCDIC © Hex Dump © C Arrays < Raw

Destination port: =
Sequence number: 47 Filter out this stream |
Acknowledgement Nule -
Header length: 20 bytes
Flags: 0x0010 (ACK)
Window size: 16720 (scaled)
Checksum: 0Oxblde [correct]
- [SEQ/ACK analysis]

00 Qe 35 d8 df c9 00 c@ 49 e8 aa 7c 08 00 45 QO
00 28 91 d8 40 0O 2f 06 59 43 32e 65 60 a5 cO a8
01l 02 00 50 82 01 52 e6 be 25 0a 37 ef 58 50 10
10 54 bl de 00 08

Interface | ™ Shell - K| = Shell - K| & sshmitm




Normal- Anormal Trafik.

f Sguil [=guil] - SGUIL-0.3.0 M=l E3
File Query Reports Database Sound: Off 2003-12-23 15:43:41 GMT

RealTime Evcnmw Escalated Evcnis\| Evcnt Query 1 ]

Sensor sid.cid Date/ Time SPort DstIP DPort Pr Event Message
RT 1 bourque  1.13375 2003-12-23 11:53:23 648.86.32.20 3575 €68.84.6.72 80 6 WEB-IIS _mem_hin access
RT 1 bourgque  1.13401 20031223 13:17:21 217.204.187.168 3125 GB8.84.6.72 1434 17 MS_50L Worm propagation attempt
RT 1 bourgque 1.14656 20031223 14:58:16 172.165.197.90 1720 68.84.6.72 1434 17 MS-S0OL Worm propagation attempt
RT 1 bourgque  1.14725 20031223 15:33:13 220.111.108.28 1340 68.84.6.72 1434 17 MS-S0OL Worm propagation attempt

Seansor sid.cid Date/Time SPort DstlIP DPort Pr Event Message
RT 52 bourgque 1.12167 20031218 16:22:27 64.84.6.72 1131 204.152.184.73 21 6 POLICY FTP anonymous login attempt
RT 27 bourgque  1.12171 2003-12-18 16:41:33 68.84.6.72 32345 66.193.208.66 21 6 POLICY FTP anonymous (ftp) login attempt
RT 2 bourgque  1.12172 20031218 16:42:04 66.193.208.66 68.84.6.72 32849 6 snort_decoder: Truncated Tcp Options

m 13425 [2003-12-23 14:40:24 |68.84.6.72 1114  [68.48.0.5 53 |17 |LOCAL Large UDP DNS packet

Sensor sid.cid Date/Time SFPort DstIP DPort Pr Event Message
RT 2 bourgque  1.13181 20031223 01:43:46 66.192.0.70 47889 68.84.6.72 80 6  spp_streamd: NMAP Fingerprint Stateful Detectior
RT 2 hourgque 1.13183 20021223 01:43:46 66.192.0.70 47892 68 8B4 6 72 81 6 spp_streamd: NMAP XMAS Stealth Scan
RT 1 bourgque | 1.13184 2003-12-23 01:43:48 66.192.0.70 47667 65.84.6.72 80 6 spp_streamnd: NULL Stealth Scan
RT 1 bourgque  1.13185 2003-12-23 01:43:48 66.192.0.70 47666 65.84.6.72 80 6 spp_streamd: Stealth Activity Detected _
T—
Src IP: 68.84.6.72 [+ Show Packet Data ¥ Show Rule www.snort.org
Src Hame: |pcp02347462pcs.manassl.va.comcast.net alert udp any any -> any 53 (msg:"LOCAL Large UDP DNS packet™;) dsize > 256; classtype:un
Dst IP: 68.48.0.5 all |
Nst Hame: |nsl1 rdehrdl md. comeast net Source IP Dest IP Ver HL TOS len ID Flags Offset TTL §
 Reverse DNS Whois Query: & Hone ¢ SrclIP ¢ DstIP 68.846.72 |EB'4B'U'5 |4 |5 |l] |EE |5321l]|l] |l] |E3 |
=] Port Port Length ChkSum
1114 [s3 |46 |os24
C7? FE 01 00 00 Ol OO0 OC 00 00 00 00 03 77 77 77 o oieaaanann e
05 79 61 68 6F 6F 06 61 6B 61 64 6E 73 03 6E 65 _yahoo.akadns.ne
:'_l_ 74 00 00 01 00 01 [
System Messages] User Messages 1
[2003-12-23 14:53:12] bourque: /snort_data 14% =l
[2003-12-23 15:23:13] bourque: fsnort_data 14%




Data Carving...

Ham veriden orijinal veri elde etme
yontemi

Ornek;

#tcpdump -s9000 host www.enderunix.org -w enderunix

arkasindan wget ile EnderUNIX altindan bir gif dosyasi
Indiriyoruz ve chaosreader ile enderunix dosyasina
kaydettigim trafigi okutuyoruz, sonuc?

$perl chaosreader0.94 enderunix

- .
h NIV - ST N



Sun Nov 16 20:38:51 2003

Sun Nov 16 20:38:51 2003




X driftnet

249190

.283191

283208
. 289048
. 289080
300346
.540939

Driftnet

> Shell - Driftnet =lo| =]
lyze Static =] @ Shell

@&

Adjunct mode is designed to be used by other programs which want to use
driftnet to gather images from the network. With the -m option, driftnet will
silently drop images if more than the specified number of images are saved

in its temporary directory. It is assumed that some other process is
collecting and deleting the image files.

driftnet, copyright (c) 2001-2 Chris Lightfoot <chris@ex-parrot.com>
home page: http://www.ex-parrot.com/~chris/driftnet/

64,233,183, 104 This program is free software; you can redistribute it and/or modify
182.168.1.2 it under the terms of the GNU General Public License as published by
64.233.183. 104 the Free Software Foundation; either version 2 of the License, or

192.168.1.2 : :
loo 168 1.2 (at your option) any later wversion.
64.233.183.104
bash-3.00#

|

<head> -
<meta http-equiv="Content-Type" contec - 0%
et=is0-8859-9" /> e
<title>EnderUNIX Yazilim Gelistirme T| Search the entire web from the Google hame page! 'ggf
<link href="style.css" rel="styleshee [oee

<div align="center">
<div align="center"> =
<table width="100%" border="0" cell j

@ Shell

I Frame 3 (66 bytes
v Ethernet II, Src:

h Tr+tarmat+ Dratacal

= Shell - Konsole

;?3:?;122;g;gznggﬁwwwenderunl butt (J] - Li—Ei—J ;‘\ ||G| http Awww.google.com/bsd j @ Go [[CL
Connected to www.enderunix.org.
Escape character is '~]'.

_______________________________ X [ F‘\Elelanlo%
<html xmlns="http://www.w3.0rg/1999/x| GO‘? [e 0%
,g"i;égg 0%

on wire, 66 bytes ce . : -
Intekﬂs:micg(OO:EbaSh 3.00# driftnet -i ethl

Cr~. 107 188 1 72 (1

Tools Help

/roa

Rexploit [milworm com # Metasploit £ SecurityFocus Xfocus &&FrSIRT [E [ packet storm ]:

Advance| 0%

Search

0%
0%

Google Home - Advertising Programs - Business Solutions - About Google

© 2006 Google

05 b4 Ge c3 00 00 01 01 08 NDa 00 03 2a

—

[ethl: <live capture in progress=> File: /tmp/etherXXX) o

vl

|ﬂﬂ¥ﬂ
- e
NDER

[
-] @eth1: . |= Shell - @ shell - || =ishell - || O shell - | [@ <Bsd- Xdriftnet | Flag] 2 ] O :4B




Ag Performans olcumu

Firewall, IDS gibi cihazlarin trafik
kapasitesi

1GBps, 150Mbs gibi sayilar ne ifade
ediyor?

lpert

— TCP/UDP kullanarak ag performansi élcumu

Bpfstat
— Drop edilen paket sayisi

= } F e
r—i _



Trafik dinleme ile Gerceklestirilen
Saldirilar

* Kandirmaca(Spoofing) Saldirilari
— MAC, IP, DNS vs..

* Araya Girme,
* Trafik degistirme, yonlendirme
* Sistem yorma, DOS vs

* Kotu Durum Senaryosul!

o
e k3 F e - - y
L= - & F



) <Bsd> - Google Search - Mozilla Firefox [ [=1=]
File Edit Wiew Go Bookmarks Tools Help

o - - 8 @ @ Erawewgeegecorea e

exploit [milworm.com # Metasploit £ SecurityFocus [ | Xfocus &&FrsiRT BB [ packet storm 1.

Advanced Search
e Linux Senlikleri Searc I Preferences

Search the entire web from the Google home page!

oogle Home - Advertising Programs - Business Solutions - About Google

©2006 Google

= Shell - < | 4 Interface | @ Shell - Kc| @ Shell - K| @ <Bsd> - 2 Shell - 5 |[E ethereral




Edit View Analyse Report Tools Help

Sites | [ Request | Response | Trap |

¢ [Csites GET hittp:/ fwear. google. comybsczhl— endlr = &g — Linax-+Senlikleri+ &binG —Search HTTP/ L 1

T hrtp: fiftp-mozilla netscape. com Host: wawn. google.com . .

9 ke //gooale. corm User-Agent: Mozillaf5 0 {11; U; Linux I68&; en-US; re1.8.0.1) Cecko 20060124 Firefoxf1.5.0.1

cept: textfxml application/xml, applicationfxhiml+ xmltext fhimlg=0.9text/plain;g=0.8, image /png,” /", q=0.5
3 http: f fweerwr google. com cept-Language: en-us, eng=0.5
cept-Charset: 1S0-8859-1,utf-8,9=0.7,",0=0.7

keep-Alive: 300
Proxy—Connection: keep-alive
Feferer: hitp:/ fwww. google.com s
Cookie: PREEF=ID=4cl&83chchb5ad74 TM=1147286535 LM =1147286535 5= SZdWiFkhd_]PFE

Parameter Mame

= [¥] Trap request [ | Trap response Continue || Drop

1 GET http:fiftp-mozilla.netscape.comj/pub/fmozilla. org/firefox/releases/ 1.5 0.2 fupdate//linux-ieg86 jen-Us ffirefox-1.5. 0. 2. complete.mar HTTPf1.1 => HTTF/1.1 20& Partial Content [2.968 5]
11 GET http: figoogle comfhsd HTTPS1.1 == HTTP/1.1 201 Moved Permanently [0.921 5]
12 CET http: ffwwew. google. comflosd HTTPSL. 1 == HTTR/L.1 200 OK [0. 787 5]

History LSpider LAIerts LOutput




se Report

" Request | Response

HTTF;1.1

. History




Eile Edit View Go Bookmarks Tools Help

@E- -5 O @ [I€] http-twww google comybsd?hi=en&ir=6q=Linux+Senlikieri+&btnG=5earch

[ rexploit Mmilworm.cormn # Metasploit & SecurityFocus [ | Xfocus <& FrsIRT [@.:[ packet storm ]:.

Advanced Search
‘ %Ie Iburasl ankara cikis yok! Search Preferences

Your search - burasi ankara cikis yok! - did not match any documents.

Suggestions:

* Make sure all words are spelled correctly.
+ Try different keywords.

e Try more general keywords.

* Try fewer keywords.

Try your query on the entire web

Google Home - Advertising Programs - Business Solutions - About Google

© 2006 Google




@ Mozilla Firefox
File Edit View Go Bookmarks Tools Help

Rexploit [[dmilworm com # Metasploit £ SecurityFocus [ | Xfocus <£&FrsIRT [ [ packet storm ]

@ Paros

" Response | Trap
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2. Katmanda Guvenlik

lletisimin baslangic noktasi, dolayisiyla en
onemli katman.

Arpwatch - Arp Gozlem Araci
SwarpMon — Switch Gozlem araci

Yonetilebilir switch kullanmak ve MAC
security, VLAN ozelliklerini aktif hale
getirmek
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Sifreli Trafik Ne kadar Guvenli?

* Dinlemeye karsi en etkin ¢c6zum:Sifreleme
* Peki sifreleme Ne kadar guvenli ?
 Sertifika otorite kavrami(CA)

 Sifreleme kullanirken dikkat+bilg
— Her sorulan soruya Yes! denmez!

* Ettercap, Cain & Abel vs
» Banka Ornegi...
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sign in to Grnail with your

Coogle Account

New! Gmail chat is here

Chat with your friends from right inside Grmail. There's no need to load a separate program or look up new
addresses. It's just one click to chat with the people you already email, as well as anyone on the Google Talk Username:|alibal

network. And now you can even save and search for chats in your Gmail account. It's good to chat. Learn
mar= Password m
more
[ Remember me on this
computer.

About Gma

& Paros 2.8 - Untitled Session
File Edit Viev nalyse Report Tools Help

Gmail is an experiment in a new kind of w
and you should always be able to find the

® Search, don't sort.
Use Google search to find the exact m:

Don't throw anything away.
Owver 2724.040426 megabytes (and co
message.

Keep it all in context.
Each message is grouped with all its re

ethereral
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New to MSN Hotmail? Sign In to Hotmail
A smarter way to email — FREE!

+ Get enhanced security for your emai
Help keep your inbox free From conkamination, With powerful spam filkers and
enhanced virus scanning B cleaning.

E-mail address: |rastgele@hotmail.com

Passeiar I***********l

Forgot your password?
+ Easily connect & sharel

Send & receive e-mail from any Web connection. With a huge 250ME inbose* and
the ability ko send up to 1OMB files or photos.

SnInI

+ Express yourselft
Have fun personalizing e-mail ta friends & family. With unique emoticons,
signatures, background choices, Fonts & layaut styles.

Sign Up

*2ZE0ME inbox available only in the S0 United States, District of Columbia, and Puerto
Rica. Eligible Hotrnail users will first receive 25MEB at sign-up. Please allow at l=ast 30
days For activation of your 250MB storage ko verify your e-mail account and help
prevent abuse. Microsoft Corporation reserves the right: to provide 250ME inbox ko
free Hotmail accounts at its discretion.

' Save my e-mail address and password

= Save my e-mail address

= Always ask Faor my e-mail address and password
Sion in using enhanced security

I right
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enhanced virus scanning & cleaning.
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Forgot your password?

Password:

Easily connect & sharel
Send & receive e-mail from any Web connection. With a huge 250ME inbox™* and
the ability to send up ko 10ME files or photos.

Express yourselfl ~ Save my e-mail address and password
Have Fun personalizing e-mail ta Friends & Family . Wikh unique emoticons, % Save my e-mail address
signatures, background choices, Fonks & lavout styles. .
El i B B i Always ask For my e-mail address and password

Sign Up | Sign in using enhanced securit
*2E0ME inbox available only in the 50 United States, District of Columbia, and Puerto [N
Rico. Eligible Hotrail users will First receive = =
davys For activation of your 250ME skarage Paros - Untitled Session ol x|
prevent abuse. Microsoft Corporation resel File  Edit Wiew  Analyse Report  Tools Help
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1 GET http:dihotmail.comy HTTPA 1 == HTTPA .1 302 Redirected [1.622 5]
3 GET http:iilc 2. bayD hotmail. passport.corfcgi-bindogin HTTPA 1 == HTTPM.1 302 Redirected [0.711 5]
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Firefox/Internet Explorer?

Sunucu Sertifika Son Tarihi x|

"Paras" , iletisim esnasinda bilgileri sifreleme icin Bir glivenlik
sertifikas) kullanan bir bdlgedir, Fakat sizin sertifilkamz
03.11.2002 11:50 tarihinde gind gecmis.

Bilgisayar saatinizin { su anda 14 Mawis 2006 Pazar 03:09:58 )
dogrulugunu kontrol edin.

Buna radmen devam edelim mi 7

Sertifikay gister Aqg sayfasi bilinmeyen bir yetkili tarafindan o

Paros giivenli site olarak kabul edilemivar,

——  2las| hata sebepleri:

- Tarayviciniz sertifika hazirlavicisimn hazirladign savfa sertifilasim tarmior,
- Sayfa sertifikalanmin avarlar vanhs veya sertifilkamn zamarn gecmis olabilic,
- &izel bilgilerinize ulagabilecek ve kendini Paros gibi gisteren bir siteve baglandinz.

LiitFen sayfa yoneticising bu sorun hakkinda bilgi verin,

Bu sertifikay kabul etmeden énce sayfanin sertifikacisin arasbing kontrol etmelisiniz, Paros

kirnlikli sertifikay kabul ekmeyve hazir misiniz?

Sertifikaw denetle, ..

(" Bu sertifikayi kaho olarak kabul et
(¥ Bu sertifikayl sadece bu okburumm icin kabul et
(" Bu sertifikayr kabul etme ve bu ad savfasina badlanm:

Security Alert |

Information pou exchange with this site cannot be viewed or
e changed by others. Howeser, there iz & problenm with the site's
securnty certificate.

The securnty certificate was izsued by a company you have
not chiogen bo trust, Yiew the certificate to determing whether
you want to trust the certifying autharity.

& The zecurity certificate haz expired ar iz not yet valid.

The name on the security certificate iz invalid or dogs nat
match the name of the site

Do wou want bo proceed?

T Ve et

Givenlik Hatasr: Alan ismi birk

“login. live.com” ile baglant kurmay denediniz, Bu sayfayla
kurdudgunuz iletisimi gizlice izlemeye calizan sertifika, "Paros"
sunucusuna aik dedil.

Gisterilen Sertifikanin login, ive, com sunucusuna ait olmadidin
digiindvorsamz, bu savfavla olan baglantimz kesin ve ad vinetici
ile iletisim kuran,

Sertifkay gister JJJaman | vazaes




Ef) How Tor Works: 1 " Ef) How Tor Works: 2

Alice

wall -,
E Step 2: Alice's Tor client

- Step 1: Alice's Tor picks a random path to

- client obtains a list |
‘of Tor nodes from - ks araenarypisdres I
. airactory aarver. links are in the clear. E

Alice

Dave

E)H
Alice
Step 3: If the user wants

access to another site,
Alice's Tor client selects
a second random path.
Again, green links are
encrypted, red links are
in the clear.

| ——==—=C
Dave



ISonuc

* Egitim Sart ;-)
* Tarkiye Guvenlik egitimleri
* Kitap, Belge, Yayinlar..
Acik Akademi Yayinlari — Guvenlik Kitaplari
— Ag guvenligi ipuclari
— TCP/IP Guvenligi
— Penguence Dergisi
— Olympos Security(www.olympos.org)
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Sorulariniz

Tesekkurler..



