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Sunum Plani

Kablosuz Aglar

Kablosuz Ag Protokolleri

Temel WLAN Gavenligi

Guvenlik Riskleri

Guvenlik(?) Amach Kullanilan Yazilimlar

Guvenli Kablosuz ag kullanimi igin
tavsiyeler




Neden Kablosuz Ag?

* Kablo derdine son!

* Goreceli olarak TOC daha dusuk.

* Gezgin ofis kullanicilari icin ideal

* Son kullanicida ag ayari gerektirmiyor
* El terminalleri ile is imkani..

* Fiziksel Guvenlik yok (-)

* DusUk bant genisligi (-)



Kablosuz Ag Kavramlari

Frame

Access point

IEEE 802.11

SSID

WEP

WPA (Wi-Fi Protected Access)
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Yaygin kablosuz ag yontemler

* Ad-hoc
— Independed Basic service set olarak da bilinir(IBSS)

— AP'ye gerek duymadan wireless cihazlarin bir biri
arasinda haberlesmesi

* Infrastructure mode
— Basic Service Set olarak bilinir. (BSS)

— En azindan bir AP(Access Point) ve Wireles cihaz
gerektir

— Haberlesme SSID ve her iki tarafa girilen bir key
aracihgt ile olur

— istemci direk karsi taraf ile konustugunu zanneder
fakat butun trafik AP Uzerinden gecer.
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Linux wlan komutlari

A= | Shell _I

root@slax:~# iwconfig rausbo0
rausbo@ RT2500USB WLAN ESSID:"misafir"
Mode:Managed Frequency:2.432GHz Access Point: 00:13:21:57:F8:FD
Bit Rate=11Mb/s
RTS thr:off Fragment thr:off
Encryption key:off
Link Quality:61/100 Signal level:-75 dBm Noise level:-200 dBm
Rx invalid nwid:® Rx invalid crypt:® Rx invalid frag:0
Tx excessive retries:® Invalid misc:® Missed beacon:0

root@slax:~# iwconfig rausb0 essid misafir
root@slax:~# iwconfig rausho
rausbo@ RT2500USB WLAN ESSID:"misafir"
Mode:Managed Frequency:2.432GHz Access Point: 00:13:21:57:F8:FD
Bit Rate=11Mb/s
RTS thr:off Fragment thr:off
Encryption key:off
Link Quality:58/100 Signal level:-74 dBm Noise level:-200 dBm
Rx invalid nwid:® Rx invalid crypt:® Rx invalid frag:0
Tx excessive retries:® Invalid misc:® Missed beacon:0

root@slax:~# [




Linux'u AP olarak kullanmak

* Ad-hoc mode ic¢in
* ifconfig ethO mode hostap essid “Sebil”

* HOSTAP yazilimi
— Sahte beacon paketleri
— WLAN dos saldirisi
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Kablosuz Ag Protokolleri-|

* 802.11b

— 2.4 Ghz bang araliginda calisir
— Max bant genisligi 11Mbps

— 3%-75m arasi performans

— GuUnUmuzde yaygin kullaniliyor

* 802.11a
— 5GHz ban araliginda yayin yapar
— Max band geisligi 54Mbps
— 25-50m civarinda performans
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Kablosuz Ag Protokolleri-I|

* 802.11¢
— 802.11b uyumlu
— 2.4 GHz araliginda
— 54 Mbps’e kadar c¢ikan hiz

* 802.11i
— WLAN guvenligi icin distnulmus
— 820.11a ve 802.11b WLAN/'lari arasindaki iletisimin
sifrelenmesini belirler

— AES TKIP(temporary key integrity protocol) gibi yeni
sifreleme metodlar kullanir
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802.11 Standartlari..



Temel Guvenlik

« SSID
— AP’nin adi denilebilir.

— SSID ne kadar karisik segerseniz secin
gorunecektir,

— Saklasaniz bile.

— WEP kullanimi bunu engellemez(SSID
Anonslari sifrelenmez)

— Arac: Network Stumbler, Kismet
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Network Stumbler - [bgp2.ns1] =101 x|




Erisim/Onaylama Kontrolu

* Hangi kullanicilar WLAN kullanma hakkina
sahip?
— Anahtari bilen her kullanici aga girebilir

— Her kullaniciya ait bir hesap olmali(en
azindan)

* MAC tabanli erisim kontrol(

— AP ile Istemci arasindaki MAC adresleri acik
bir sekilde gider
— MAC adreslerini degistirmek oldukca kolay
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Supplicant Authenticator Authentication
Server
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Access Point




WEP(Wired Equivalent Privacy)

* Sadece veri transferini sifreler..

* Her iki tarafin bildigi paylasimli bir
anahtarin kullanilir (RC4)

* Kimlik dogrulama yok!

* Kompleksligine bagli olarak rahatlikla
Kirilabilir(40-64/104-128 bit)

— Belirli miktar trafik kaydedilmeli.
*» Ten minutes Wep crack!
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Kullanilan Araclar

WLAN kesif Araclari

WLAN dinleme(sniffing)
WEP, WPA kirma araclar
Korunma , Atak tespit araclari
weplabs



Kablosuz aglarda kesif?

* Calisan AP’leri bulma yontemi

— Pasif ve Aktif Kesgif

— Kismet ile pasif kesif..
* WAR Driving

— NetStumbler, BSD-AirTools , AirSnort
* WarChalking

— yol kenarlarina vs orada bir kablosuz agin
oldugunu belirten isaretler yapmak.

- 1
| F F ¥ 1
Iy LV = ™ iy J ™



WAR Driving..




Dinleme Araclari

Kismet, Kismac
Ethereal, tcpdump..

Cain & Abel
Ettercap..



Kismet- Wireless Sniffer

ipw-Apr-30- lilo.conf
2006-1.dump
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2006-1.xml

hostap
Ch: &
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Ho002r21

Found IP 144,122,5,92 for misafirii00312:iF0EL11911E3 via TCP
Found IP 144.122.5.171 for misafir:i00:1l2:F0:31:20:FD via ARP
Found IF 144,122, 4,23 for misafirii00i13:CEs2712A121 wia TCP
Found IP 144.122.5.92 for mizafiri:00:12:F0:61:91:B9 wia UDP
" Battery: unavailabl




t — AP Kesfl

—Metwork List—{S5ID}

~Hetwork Details

Mame 1 mizafir

5510 mizafir

Server localhost 32501

BSSID 00313121557 :F8:FD

HMarf Unkrown

Max Rate: 36,0

BSS Time: 4b7F7F1181

Firzt Sun May 14 123233122 2006

Latest Sun May 14 12:27:13 2006

Client=s 30

Tupe Access Point (infrastructure)

Info

Channel 5

Priwvacy Mo

Encrypt None

Beacon 20600 (26,214400 =sec)

Fackets EYE
Data 1 ar
LLC + 580
Crypt 1 1
Weak: 10

Dupe IV : O

Data 13k {14187B)

Signal
Paower + —206 (best —2GE)
Moize : —-266 (best -20E)

IF Type THCF

IP Range: 144,122 ,5,183

Min Loc NAA

Max Loc /A

Range MNsA
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Found IP 169,254,25%0.937 for misafirii00i0E;353EEs4F:5F wia TCP

—Rattery: unavailable



—Hetwork List—{55ID)
—Client List—{Autofit)
HAC
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IP araligin

ulma

O030E:38:A3:D4:05
O0:13sCE2181E2C2
003140101 :205AD
O0:1ErEFz02:CC1EL
00:13:CE:93:3E: 36
Q312:FO:EE: ¥ 3E
O0r12iFOr80:17 146
Q313:CErSF :ESI D7
O0:13sCE227 1 2A3 21
031500351001 38
00311309398 16A: 58
O00EL35:0F A9 A4
OorODrFOz1C:45:C3
0013549310005 94
Q2315003401 391F3
ooroli24:FOrAATEO
Q31l14:A4:3C: 05163
001500123147 95
Q030CiF1:0C 301390
O0r0lsFd225:04:14
0 12iF0:02:FALES
003123 F03ED 143351
00313:CE:ED:0ELES
Q30ErBE:F1:31142
o012 BF 167 132: D8
Q23113:CExOAT AT 31
00313+ CExDD 043594
o0315:CEx24 1 4F 1 BS
ofr1ZrFozE1:91: B9
O012:iF0r31:205FD
O0:COr43:F8:FELSF
O0i0Er35:3E:BELGE
Q312:FOrAZ:901 80
oo:02rAliED:89: 41
Q314 :A5:4EESLEY
0090 4B1EF 1Al 02
Qo E0rAD:0E: F41AS
O0r0lsFd4225:01:14

Cisco
Unkrown
Unkrnown
Unkrnown
Unkrnown
IntelCor
IntelCor
Unkrnown
Unkrown
Unkrnown
Micro-5t
Intel
Unkrnown
Unkrnown
Unkrnown
SHC
Unkrnown
Unkrown
Intel
Unkrown
IntelCor
IntelCor
Unkrnown
Ci=co
Urk.riomn
Unkrnown
Unkrown
Unkrnown
IntelCor
IntelCor
Unkrnown
Intel
IntelCor
CrhetTech
Unkrnown
Unkrown
Unkrnown
Unkrown

:
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DDDDDDC}DDDDHDDDDDDDDDDDDDDDDDDDDDDDDDD&
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ROoMNAE~EHNRESD

IF

00,00
10,62,33,252
144,122,.4,49
144,122, 4,162
10,62,32,240
169,254,122 ,104
144,122.5,.197
144,122, 5,82
144 ,122,4,23
144,122,4,216
216,86,145.3
144,122,.4,41
0,0,0,0
144,122,4,130
0,000
10.62,32.252
1d4,122,4,200
144 ,122,4,135

0,0,0,0

10,.62,33.249
144,122,5,183
144,122,5,.131
144,122, 4,245
144,122, 5,78
00,00

144,122, 5,92
144,122,5,171
144 ,122,4,170
144,122,5,103
144,122, 4,202
144.122.4.52
144,122,5,188
0,0,0,0

144,122,4,153
0,0,0,0

DC)DGDGDDDDDDDDODDDDDDDDDDDDDDDDDDDDDDD@
DC)DGDGDDDDDDDDODDDDDDDDDDDDDDDDDDDDDDDH

ALERT: Suspicious client 0O0:13:CE:0B:CF:EE - probing networks but newer participating,
—Battery: unawvailable




Ham Veri Analizi

—HMetwork List—{SS5ID)

—Data Strimngs Dump
SMAILSLOTEBROWSE
LAFTOF
kivanc
servicelprinter
default
zerviceiprinter
default
FFEHFFFCCACACACACACACACACACACAAA
EFFGCHEEBKGE JCACACACACACACACACAEN
SMAILSLOTEBROWSE
EFFGCHEEBKGE JCACACACACACACACACAEL
FFEHFFFCCACACACACACACACACACACAAR
FFEHFFFCCACACACACACACACACACACAARA
EFFGCHEBKGEJCACACACACACACACACAEM
SMAILSLOTEROWSE
EFFGCHEEBKGE JCACACACACACACACACAEL
FFEHFFFCCACACACACACACACACACACAAA
serviceliprinter
default
serviceliprinter
default
EBECFCERFOCACACACACACACACACACACA
EFFGCHEBKGEJCACACACACACACACACAEM
SMAILSLOTEROWSE
RERERS
EFFGCHEBKGE JCACACACACACACACACAEBL
FFEHFFFCCACACACACACACACACACACAAR
EBECFCEBFICACACACACACACACACACACAH
EFFGCHEEBKGE JCACACACACACACACACAEN
WMAILSLOTEBROWSE
ABRAS
EFFGCHEBKGEJCACACACACACACACACAEBL
FFEHFFFCCACACACACACACACACACACAAA
FFEHFFFCCACACACACACACACACACACAHAR
EFFGCHEBKGE JCACACACACACACACACAEBL
FFEHFFFCCACACACACACACACACACACAAR
=ewims
MSFT 5,07
sewims
MSFT 5,07
FFEHFFFCCACACACACACACACACACACAAR
FFEHFFFCCACACACACACACACACACACAAA
FFEHFFFCCACACACACACACACACACACAHAR
FFEHFFFCCACACACACACACACACACACAAA

ALERET: Suspicious client 0Q0:13:CE:0OB:CF:EE - probing rnetworks but rnewver participating,

—BRattery: unavailable



Veri Analizi-l|

—Metwork List—{SSID)

—Data Strings Dump

Host 3239, 255,265, 25031300
S5Tiurn:=zchemasz—upnp—orgidevice: InternetGatewaylevicea:l
Mani"ssdpidiscover”

M-SERECH * HTTP<1.1

Host :2359, 265,265, 250315900
S5Tiurnizchemas—upnp—orgidevice: InternetGatewayleviceil
Mani"ssdpidiscowver"
serviceiprinter

default

M-SEARECH * HTTP<1,1

Host 3239, 255,265, 25031300
STiupnpirootdevice
Mani"ssdpidiscover”
servicelprinter

default
FJEPFFFCCHDCTOEDCEGEEERDEDNEEGEGCH
FHEPFCELEHFCEFPFFFACACACACACACAED
SMAILSLOTEBROWSE

YOUR-212FDAL4FF
FJEPFFFCCHMOCTOEDCEGEEERDEDIEEGEGCH
FHEPFCELEHFCEPFFFACACACACACACAED
MAILSLOTEROWSE

YOUR-212FDAL4FF

servicelprinter

default

M-SERECH * HTTP<1.1

Host :2359, 265,265, 250315900
S5Tiurnizchemas—upnp—orgidevice: InternetGatewayleviceil
Mani"ssdpidiscowver"

PC1ZRS20E0

FPC13B52035, cevrearman , gow , tr
MSFT 5,07

M-SERAECH * HTTP<1.,1

Host 1239, 255,265, 250313900
STiurnischemas—uphp—orgidevice: InternetGatewaylevicetl
Man:"ssdpidiscover"

PC1SESE0SE0

FPC13B5203, cevrearman ,, gow , b
MSFT 5,07

MM-CAQ2ELS7FEF10
MM-CAOZ2EL87FF3SFL, <

MSFT 5,07

MM-CAOZEL1S7F3F10
MM-CAQZELSFFSFL, <

ALERT: Suspicious client 00:13:CE:0E:CF:6E — probing networks but never participating,

—Rattery: unavailable



File Edit View Go Capture Analyze Statistics Help

Ethereal - Veri Analizi

a2

BEx®8 [e»oF s/ [EE Qe @

*x g

&7 Eilter: ||(|p.addr eq 10.62.32.254 and ip.addr eq 207.46.2 w | 4= Expression... | Qéa;-QIeE!r| o Apply|

4]

. 9654
.9935893

L 353772
.571962
.371309
. 387283

.506826

L]

|DesUnann |Protoco| |Info

Source

207 . 46,3,

207.46.3,

4t

207 .46.3.

Frame Control:
Duration: 117
HewlettP_57:e8:Ff9 (0

BSS Id:

Source address:
Destination address: Micro-S

Fragment number:
Sequence number:

> Frame 12904 (970 bytes on wire
- JEEE 802.11
Type/Subtype: Data (32)

0x0108 (Norma

Intel_0c:30:

[o]

= Follow TCP stream
10.62, 32 25, Stream Content

HTTP/1.1 200 OK &
Date: Sat, 13 May 2006 09:53:51 GMT

Server: Microsoft-IIS/6.0

P3P:CP="BUS CUR CONo FIN IVWDo ONL OUR PHY SAMoc TELo"

X -Powered-By: ASP.NET

X -MSN-Messenger: SessionlID=1076698186.23257; GW-IP=207.46.3.9

Content-Length: 159

Content-type: application/x-msn-messenger

POST /gateway/gateway.dll?Action=poll&SessionID=1076698186.29319 HTTRP/1.1

lAccept: */*

Content-Length: @

User-Agent: Mozilla/s4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1; .NET CLR 1.1.4322; Windows Liwe Messer
Host: 207.46.3.9 0
Connection: Keep-Alive

Cache-Control: no-cache

POST /gateway/gateway.dll?Action=poll&SessionID=1076698186.17128 HTTR/1.1

Accept: */%*

Content-Length: @

User-Agent: Mozilla/s4.0 (compatible; MSIE 6.0; Windows NT 5.1; SW1; .NET CLR 1.1.4322; Windows Liwve Messer‘

e 1o b A V- o | L

< | l
Save as| = Erint| Entire conversation (1192 bytes) > |® ASCIl © EBCDIC © Hex Dump C C Arrays C Rav

Filter out this stream || X Close

2104

- Logical-Link Control
> Internet Protocol, Src: 10.62.32.254 (10.62.32.254), Dst: 207.46.3.9 (207.46.3.9)
- Transmission Control Protocol, Src Port: nim (1058), Dst Port: http (80), Seq: 17756, Ack: 19840, Len: 898
I Hypertext Transfer Protocol
I eXtensible Markup Language
QoEEe 08 01 75 00 0O 13 21 57 e8 f9 00 0c fl Oc 30 20 ol W Q. fj
@01l 00 11 @9 9b 6a 58 80 83 aa aa 03 00 00 0O 08 OO o dXL
Q020 45 00 03 aa 02 0 40 00 80 06 f6 fa Qa 2e 20 fe E... .. @ ..... E
0030 cf Pe 03 09 04 22 00 50 70 f8 2f 4b 4c 8f 8h 78 " P o /KL, . x L]
File: "frootfpublicfipw-May-13-2006-3 . dump” 1973 KB 00:11:320 | P: 17983 D: 99 M: O

@2

o ol =

Tp—

o
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WEP Kirma Araclari..



Nasil Korunacagiz ?

Kimlerden Korunmali?
Ev Kullanicilari
Isyerleri

Halka acik kablosuz aglar, ya da
komsunuzun kablosuz agi©



Kimlerden Korunmali?

* Wireless aglarda glvenlik tehlikesi
olusturacak kullanici kimlikleri.
— Merakli Bilgisayar kullanicilari
— Bandgenigsligi hirsizlari
— Hackerlar



Ev Kullanicilari...

AP’nin varsayilan SSID’ni degistirin
SSID yayinlama iptal edilmeli
WEP/WPA kullanimi

MAC tabanl erisim kontrol0..

Ag i1zleme yazilimi ile kontrol



Sirket Aglari..

MAC tabanl erisim kontrolG
— MAC adres degisimlerinden haberdar olma

Kullanici onaylama / EAP
— LDAP, Radius vs

Wireless IDS ile trafik gozleme
WPA ve guclt anahtar kullanimi
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Halka acik Kablosuz Aglar..

* Bilingli kullaniilmazsa yuksek risk iceriyor.

* Ortamdaki kotu niyetli biri tim trafigi
dinleyebilir, degistirebilir..
* Guvenli kullanim igin,

— TOR Kullanin
— VPN kullanin
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Ef) How Tor Works: 1 Ef) How Tor Works: 2

1 : Alice's Ti i
: Step 1: Alice's Tor ﬁa':';'n'c’fa fa:;osm ;;1?: :ont
- client obtains a list destination server. Green
- of Tor nodes from | T ’
L A oces rom | i links are encrypted, red
: adi ry 3 links are in the clear.

—

Dave

E) How
Alice
d
-—2

Step 3: If the user wants
access to another site,
Alice's Tor client selects
a second random path.
Again, green links are
encrypted, red links are
in the clear.

[ = ===
Dave



Sonug..

* Kablosuz aglarda guvenlik cesitli
protokoller sayesinde giderilsede bu aglari
yoneten sistem yoneticileri egitiimedikce
guvenlik riski her zaman var olacaktir!

* Acik Akademi Guvenlik Kitaplari
» TCP/IP Ag Glvenligi
* Ag Guvenligi Ipuclar
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TESEKKURLER

Bu sunumun en guncel halini
www.enderunix.org/slides adresinde
bulabilirsiniz.

HUZEYFE ONAL
www.enderunix.org/huzeyfe
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