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Ac k Kod Trafik Analiz Araglar %@@

Sald r Tespit ve Engelleme Sistemlert
Ac k kod Sald r Tespit sistemi Snort
Snort’a Girl

Snort’'un (N)IDS olarak Kullan m
Snort’u (N)IPS olarak Kullanmak

(N)IDS/(N)IPS Atlatma Teknikleri ve
Korunma yollar
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Trafik analizi

lletisim == Ag Trafigi == paket
Ne | e yarar

— Bilinmeyen Protokol Analizi

— Ag trafigi basarimi

— Anormal trafik gozleme

— Firewall/IDS/IPS altyap s ..

TCP, UDP Paketleri

Protokoller

— SMTP, FTP, P2P trafi i1 nas | ay rt edilir
— Linux L7-filter projesi

Bili im suclar icin adli analiz imkan




tcpdump

 En temel unix paket dinleme arac

e Geli mi filtreleme imkan
— Tcpdump udp dst port 53

Timestamp Kaynak IE Kaynak Port

3:24:57.100654110.191.0. 7117969(>
SpeedTouch.lan.telnet P 1:31(30) ack 1 win 16384
opMop,timestam }zr 58067936 1212519> (DF) [tos

" Hedef Z N&
"+ fHedef. 1By, . TCP Flag tikikod

a0rg

.



WireShark/Ethereal

@ ethl: Capturing - Ethereal
File Edit View Go Capture Analyze Statistics Help

- &l x]

* B

7] Eilter: ” w | 4k Expression... | “.a;glear| of ADDIy|
No. . |T|me | Source | Destination |3rotocol | Info =
1l 0.000000 19216802 64.90.164. 206 TCP 41244 > http [SYN] Seq=0 Ack=0 Win=5840 Len=0 MSS5=1460 TSV=207:

206

3

ik 41244 [SYN, A

192.168.1.2

4 0, ; . 164, 206 HTTP Continuation
5 9.246999 64.90. 164 206 192.168.1.2 HTTP Continuation or non-HTTP traffic B
6 9.247024 a2 64.90. 164 . 206 TCP 41244 > http [ACK] Seg=34 Ack=1441 Win=8720 Len=0 TSV=216695 T:
7 9.273554 64.90. 164 206 192.168.1.2 HTTP Continuation or non-HTTP traffic
8 9.,273566 Lz IR 2 64,90, 164 . 206 TCP 41244 = http [ACK] Seg=324 Ack=2881 Win=11600 Len=0 TSV=216721 ~
9 9.296291 64.90. 164 206 192.168.1.2 HTTP Continuation or non-HTTP traffic
10 9.296301 192.168.1.2 64 .90.164. 206 EER 41244 > http [ACK] Seq=34 Ack=4097 Win=14480 Len=0 TSV=216744 ~
akal e | e e 64.90. 164 206 192.168.1.2 HTTP Continuation or non-HTTP traffic
12 9.323586 192.168.1.2 64 .90.164. 206 EER 41244 > http [ACK] Seq=34 Ack=5537 Win=17360 Len=0 TSV=216771 =
» Frame 3 (66 bytes on wire, 66 bytes captured)
r Ethernet II, Src: Intel d8:df:c9 (00:0e:35:d8:df:cQ), Dst: USRoboti eB8:aa:7c (00:c0:49:e8:aa:7c)
rn Thr+armnat Deatacsal C e 107 1= 1 77 (107 &8 1 7N Net+. EA4 OO0 1TEA INR 64901642@6)
) Shell - Konsole [-[o0>]|(80), seq: 1, Ack: 1, Len: @
Za| @ Shell ]
e LICEEYEEE: telnet www.enderunix.org 80 = © Ethereal: Capture from eth o] x|
MTrying 64.90.164.206. .. ) coptlratPoseats
Connected to www.enderunix.org. - = ——
: I &
Escape character is 1'. scTP o 0.0%
TCP il 100.0%
http://www.w3.0rg/1999/xhtml"> UDP 0 0.0%
ICMP (8] 0.0%
<meta http-equiv="Content-Type" content="text/html; chars ARP o] 0.0%
et=is0-8859-9" /> =25 @ Se
. . . . . . . . a,
<title=EnderUNIX Yazilim Gelistirme Takimi @ TR </title=> SRl 9 e
: n " " = = = NetBIOS (0] 0.0%
<link href="style.css" rel="stylesheet" type="text/css" / IPX 0 0.0%
VINES (0] 0.0%
Other 0] 0.0%
<div align="center"> Running 00:01:40
<div align="center"=> ‘ =
<table width="100%" border="0" cellspacing="0" cellpad z j
loeza 05 b4 6e c3 80 @0 01 1 08 0a 08 02 ?a fFf 5h a0 M K|
| ethl: <live capture in progress> File: /ftmp/etherXXXXSoPwMH 19 KB
‘G - @ - I j @ ethl: Capturing I‘ Shell - Konsole ethl = Shell - Konsole | 2 ol 06 M2
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Computer

etherape

¥

Etherape

EtherApe:

Preferences

Diagram |Colors Names Capture

Protocol Stack Level

Topmost recognized protocol

Node size variable

Instant. traffic (Outbound)

Size Mode

Linear

Max. Mode Radius

Max. Link Width

& ok

Columns
Protocol ¥ |Inst Traffic
| comam 7,231 Kbps
IGMP 0 bps
e 32,608 Kbps
I UDP-Unknown O bps
J www 351,982 Kbps

EtherApe: Protocols

Diagram refresh period (ms)

= 800 =
Diagram Node Timeout (ms)

+| 600000 =
Font

s “s’| Font

Hide node names

X Group unknown ports

* MNode Anti Aliasing

/ Apply ¥ Cancel

Name:

Accum Traffic Last H

trillian.fachschaft.informatik.uni-kl.de

Numeric Name:
131.246.167.9

x|| ¥ EtherApe =|a]*
Elle Capture Wiew Help
nom X g
Pause Stop Pref. Prot.
Protocols
vhest saurcefarge. net
.interbu
DOMAI
wirtual-sfs

2-214-141-2464%- b

TITaT,
WA

Ffachschaft.info1r —

trillian.fac hschaft. informatik

unicarn. be

Easic-cid.mark.dreamhost

55,474 Kbytes 0" ago| Instantaneous Accumulated .20

o 0 bps 81,536 Kbytes nsp-bel.interbusi
88 bytes 39" ag Inst. Inbound Accu. Inbound
218,715 Kbytes 0" ago| O bps 14,634 Kbytes

508 bytes 1'47" g

0 bps

2,036 Mbytes

Inst. Qutbound

Accu. Qutbound
66,902 Kbytes

0" ago

IO7T I

Reading data from ppp0 in IP mode
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Data Capture |

Data Analysis
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Honeyd

Linux/FreeBSD/OpenBSD/Windows'u destek

A daki bo IP adreslerini kullanabilir
— Arpd cevap donulmeyen ipler icin mac adresi yayimlar

E zamanl Istenilen say da letim sistemi, servis
simulasyonu

letim sistemlerini TCP/IP stack seviyesinde simule
edebilme(nmap, Xprobe kand rma yetene 1)

Spam, worm, illegal trafik tespiti icin ideal
Script dilleri ile yeni servis, sistem tan mlama
Cal t sistemin hacklenme olas| !
Ornek Kullan m;

1]

2 G acikkod



Honeyd

gz FreebsD - SecurelR

Fie Edit Yew Opfions Transfer Script Tools Help

JURDTH BEQ %8 TR ?

0perSD P | | DpenBSD Fw (1)] | YubamFW_wihyPN | FreeESD |

[rootBtest /tmp/honeyd-1.5bl# honeyd -p nmap.prints -f honeyd.conf -1 logfile.log 10.1. .252
Honeyd V1.5b Copyright (c) 2002-2004 Niels Provos

honeyd[29054] : started with -p nmap.prints -f honeyd.conf -1 logfile.log 10. . .252

Warning: Impossible SI range in Class fingerprint "IBWM 05/400 Y4R2MO"

Warning: Impossible SI range in Class fingerprint "Microsoft Windows NT 4.0 SP3"
honeyd[29054]: listening promiscuously on fxpO: (arp or ip proto 47 or (udp and src port 67 and
port 68) or (ip and (host 10. . .252))) and not ether src 00:04:23:0c:5d:b8

Honeyd starting as background process

cat.honeyd..conf

create clsco

set cisco personality "Cisco 1601R router running IDS 12.1(5)"

add cisco tcp port 23 "perl scripts/router-telnet.pl”

gset cisco default tcp action reset

set cisco uid 32767 gid 32/67

set cisco uptime 1327650

[rootBtest /tmp/honeyd-1.5bl% [

=r N acikkod



Data carving

Ham veriden orijinal veri elde etme yontemi
A trafi inizde neler ak yor?

Ornek;

#tcpdump —s0 host www.enderunix.org -w enderunix

arkasindan wget ile EnderUNIX altindan bir gif dosyasi
Indiriyoruz ve chaosreader ile enderunix dosyasina
kaydettigim trafigi okutuyoruz, sonuc?

$perl chaosreader0.94 enderunix
Araclar

— Chaos Reader, tcpflow, Driftnet..




D

» driftnet

lyze Statis

@

.033846
49190

19251685152
33 =

5 4
64.233.183. 104
1921685152

28319
.283208

.289048 64 .233.183.104
.289080 1S2.168.1.2
.300346 192.168.1.2
.5409389 64.233.183.104

I Frame 3 (66 bytes on wire, 66 bytes ceé
> Ethernet II, Src: Intel _d8§:df:c9 (00:C

TG 1E8 1 2 A

n ThRtAarnat Dreatoacal (S

= Shell - Konsole

45| = shell
root@slax:—# telnet www.enderuni
Trying 64.90.164.206. ..
Connected to www.enderunix.org.

riftnet Kullan m

> Shell - Driftnet
=| = shell

Adjunct mode is designed to be used by other programs which want to use
driftnet to gather images from the network. With the -m option, driftnet will
silently drop images iT more than the specified number of images are saved

in its temporary directory. It is assumed that some other process is
collecting and deleting the image Tiles.

driftnet,
home page:

copyright (c) 2001-2 Chris Lightfoot <chris@ex-parrot.com=
http://www.ex-parrot.com/~chris/driftnet/

This program is free software; wyou can redistribute it and/or modify
it under the terms of the GNU General Public License as published by
the Free Software Foundation; either version 2 of the License, or
(at your option) any later wversion.

bash-3.00#
bash-3.00# driftnet -i ethl
/root/.kde/share/config/gtkrc:37:

~) =Bsd> - Google Search - Mo
Edit

error: unexpected identifier “gtk-alternative-

a Firefox

File View Go Tools

Rexploit mmllworm.com # Metasploit £

Bookmarks Help

/rod
but]

~| ®co [GL

S5 FrsiRT BB [ packet storm ;.

‘,’;\ ||G| http fwww. google.comsibsd

Xfocus

SecurityFocus

Escape character is '™]°'. A
dvance
_____________________________ o : Search | preteren
<html xmlns =
<head= .
<meta http-equiv="Content-Type" conte s
et=is0-8859-9" /> ok
<title=EnderUNIX Yazilim Gelistirme T| Search the entire web from the Google home page! '8$
<link href="style.css" rel="styleshee 'oi
L. 0%
Google Home - Advertising Programs - Business Solutions - About Google 0%
center"> © 2006 Google
<table width="100%" border="0" :
lpo=e  ©5 b4 6e c= 00 00 01 61 08 0a 08 03 2a L=
|eth1: =<live capture in progress=> File: /fimp/fetherXXX> <I 0 =
Y @ L= -] @eth1: c |=ishen - = Shell - || = shell - || shell - ([@ <Bsd- X drifinet | 2 _f BE:48
- B
b «nDEAD NI acikkod
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Snort-Reply

Unregistered HyperCam

f frnort -g -w =% -1 telnet bin I







S nr Koruma Evrimi

Routerler tizerine yaz lan eri im kontrol listeleri(ACL)
Guvenlik duvarlar n n geli imi

— Durum korumas z guvenlik duvarlar

— Durum korumal (Stateful packet inspection)

Sald r Tespit Sistemleri(IDS)

— Pasif , sensor tabanl , kompleks, false positive oran
yuksek.. Sonuc?.

Saldiri tespit ve Engelleme (IDP) Sistemler
— Aktif, Protokol analizi, anormallik sezinleme,




Durum Korumal Guvenlik duvarlar ile
Koruma

Kaynak:
— Paket nerden geliyor?

Hedefe:

— Nereye gidiyor?

Servis:

— Hangi servis/port icin incelenecek?

Oturum:
o Oturum ba latan kim? Gelen paket hangi oturuma ait?
« TCP Bayraklar ba lant a amas na uygun mu?..

??7Sonug ??



(N)IDS, (N)IPS, Inline, Active Response Tan mlar

e IDS — Intrusion Detection System
— Pasif Koruma

— Active Response
— NIDS, HIDS, WIDs, DIDS

e IPS — Intrusion Protection System

— Aktif Koruma —Inline Sistem
— NIPS, HIPS

* False Positive, False Negative
« Sensor, Agent, Korelasyon,



IDS/IPS Yerle 1imi

A n durumuna gore yerle im 6nemli

Firewall Oni

— YUKIU miktarda uyar , gereksiz trafik
— Tehditleri daha iyi belirler

Firewall arkas

— Sadece FW’an gecen paketler, trafik yo unlu u az
— Tehditleri daha az belirleyebilir.

Switch Span portu, 6zel network tap cihazlar (Internal)
— Linux/BSD yuklt sa lam sunucu



Snort: Ac k Kodlu Atak Engelleme
Sistemi

Ac k Kaynak Kodlu, Ozgur Lisansa Sahip

'98 y I nda hobi amacl ba lang ¢

GuUnumuzde: akademik, askeri, ticari kullan m alanlar
Sniffer & Logger

(N)IDS/(N)IPS/(N)IDP

Forensic Analiz Arac

Linux/UNIX/Windows

Stateful Packet Tracking

Hedef tabanl IDS o6zelli i



Snort IDS Mimatrisi




Snort Bile enleri -Detay

Libpcap : Snort’'un Ethernet kart ndan ham verileri almas na yarayan
bile en.

Decoder: Libpcap’in gonderdi i 2. katman verisini ayr trarak(2.
katman icin Ethernet, 802.11, 3. katman icin IP, ICMP ,4. katman icin
tcp/udp gibi) ve bir Gst katmana sunar.

Preprocessor: CoOzumlenmi paketleri Snort'un anlayaca daha
anlaml parcalar haline getirir. Snort yap land rma dosyas ndan aktif
edilebilir ya da devre d b rak labilir.. Mesela port tarama pre.’ini
aktif hale getirilirse Snort port tarama i lemlerini ba ar ile
yakalayacakt r.

Detection Engine: Snort’un kalbi olarak da nitelendirilebilecek bu
bile en paket decoder ve prep. bile enlerinden gelen paketleri
detection pluginlerini ve 6nceden belirlenmi sald r imzalar n
kullanarak 4. katman ve Uzerinde i leme sokar.

Output: Snort tum bu i lemler sonucu bir uyar verir ve bu uyary
kaydeder. Output plugini bu uyar n n nas | olaca ve nereye
kaydedilece | konusunu yonetir. Ce itli output pluginler: Mysq|l,
Oracle , syslog , ikili dosya format ve text dosyad r



Snort Kurulumu

letim Sistemi, donan m secimi 6nemli..
Kurulum icin 6n gereksinimler
— Libpcap, pcre ...

Klasik UNIX Kurulum ad mlar

— (./configure && make && make install)

— --enable-flexresp

— --enable-inline

— --with-mysq|

Windows icin haz r ikili paketler (WinSnort Projesi)

SnortVM : Snort ,BASE, MySQL on CentOS 4.3 Vmware
Imaj



Snort Cal ma Modlar -Sniffer

Tcpump benzeri yap

Bpf filtreleri ile esnek kurallar yazma imkan
L2-L7 trafik analizi

Jsnort -v

e L2 bilgileri icin

Jsnort —v —e

* Veri k sm n n sniff edilmesi

Jsnort -v -d



Snort Cal ma Modlar — Packet
Kaydedicl

o Ce ith formatlarda paket kaydetme
« Ornek,

— snort -dev -| ./log -h 192.168.0.0/24
e Loglama secenekleri

— -d paketin veri k sm n da kaydetmek icin

— - e Layer2 ba | klar n kaydetmek icin

— -l Loglaman n hangi dizine yap laca n belirtir)




Snort Cal ma Modlar -NIDS



Snort Cal ma Modlar -NIPS



Temel Snort Yap land rmas

e Tum yap land rma tek dosyadan: Snort.conf

De | kenler

Oni lemciler

‘_ Kurallar




C") n I I e m CI I e r(Preprocessors)

Packet Decode Preprocessors Detection Engine

Amac: Paket normalle tirme
— Ip defragmentation =

— Portscan Alg lama T iﬁ”\” 235 g =

— Web trafik normalle tirme vs
Temel Kullan m
— preprocessor <name>: <options>

S k Kullan lan On i lemciler: Frag3, Stream4, Portscan,
Telnet Decode, HTTP Inspect, SSH, DNS vs




Stream4 &Frag3 On i lemc

o Stream4 : Tcp Stream Reassembly
 Frag3: Hedef Tabanl IP Parcalama modull

preprocessor fragd global: prealleoc_ncdes 81892

preprocessor frag3 engine: policy linux, bind te 192.168.1.0/24

preprocessor fragd_engine: policy first, bind teo [10.1.47.0/24,172.16.8.0/24]
preprocessor frag3d engine: policy last, detect_anomalies



Sfportscan On lemcisi

« A tarama araclar n n korkulu riyas

« Nmap’in gercekle tirdi 1 tum tarama turlerini

yakalaybilme kapasitesi

— TCP/UDP/IP Portscan

— TCP/UDP/IP Decoy Portscan

— TCP/UDP/IP Distributed Portscan ...

preprocessor sfportscan:  proto <protocols> scan_type
<portscan|portsweep|decoy_portscan|distributed_portscanjall>

sense_level <low|medium|high> watch_ip <IP or IP/CIDR>

ignore_scanners <IP list> ignore_scanned <IP list> logfile <path and
filename>



HTTP Inspect Oni lemcisi

e HTTP protokolt igin yaz Im
« HTTP ba | ve verialan i¢in normalle tirme
o Stateless Cal yor (paket ba na kontrol)

e URL Normalle tirme
— [foo/fake\ dir/../bar
— [fool/bar

alert tcp SEXTERNAL_NET any -> $HTTP_SERVERS
SHTTP_PORTS (msg:"WEB-IIS unicode directory
traversal attempt"; flow:to_server,established,;
content:"/..%c0%af../"; nocase; classtype:web-
application-attack; reference:cve,CVE-2000-0884;
sid:981; rev:6;)



Ftp/Telnet On i lemcisi

Genel

preprocessor ftptelnet: global inspection_type stateful
encrypted_traffic yes check_encrypted

Telnet protokoll igin

preprocessor ftptelnet: telnet ports { 23 } normalize \
ayt attack thresh 6 detect anomalies

FTP icin

preprocessor ftp_inspect_server: ftp server default ports { 21 }

preprocessor ftptelnet: ftp server 10.1.1.1 ports { 21 } ftp_cmds { XPWD

XCWD }



IDS Kurallar n Anlamak

Oldukca Esnek kural yazma imkan
Haz r kurallar kullanma

— BleedingEdge

— SourceFire Kurallar

— Kurallar Guncelleme -OinkMaster

Kural = Kural Ba | + Kural Secenekleri
Telnet Uzerinden root kullan c s ile giri alg lama kural

alert tcp $STELNET_SERVERS 23 -> SEXTERNAL_NET any
(msg:"TELNET root login"; content:"login\: root";

flow:from_server,established; classtype:suspicious-login; sid:719;
rev:5;)



Kural Ba |

alert tcp ! SEXTERNAL_NET any -> $STELNET SERVERS 23

Kural ba | : paketin nerden gelip nereye qitti ine,
ce idine(tcp, udp, icmp, ip vs) ve kurala uyan paketlerin
akibetine karar verir.

Alert/log/pass/activate/dynamic/drop/sdrop/reject.
Tek bir IP adresi, CIDR, gruplama kullan labilir
Analiz amacl Kullan m: Activate/Dynamic

activate tcp !$HOME_NET any -> SHOME_NET 143 (flags: PA; \
content: "|E8COFFFFFF|/bin"; activates: 1; \
nsg: "IMAP buffer overflow!";)
dynamic tcp |$HOME_NET any -> $HOME_NET 143 (activated by: 1; coumt: 50;)



Kural Secenekleri

e Detection Engine’nin kalbi say | r
() arasnayazlrve birbirinden “;" ile ayr I r
 Meta-data, payload, non-payload, post-detection alanlar

« Meta-data: Kural hakk nda ce itli bilgiler vermek icin
— Msg, reference, sid, priority vs

« Payload: Veri k sm nda icerik kontrolt
 Non-Payload: Ce itli protokol alan 06zellikleri kontrolt
« Post-detection: Kural n ne aksiyon alaca

(msg:"P2P Napster Client Data"; flow:established; content:".mp3";
nocase; classtype:policy-violation; sid:564; rev.6;)



Kural Yazma- |

« Paket veri alan nda spesifik icerik tarama icin kullan | r
— content: [!] "<content string>";

« Binary(ikili) icerik icin | 00 OF| kullan | r

alert tcp SEXTERNAL_NET any -> $HOME_NET 53 (msg:"DNS zone transfer
TCP"; flow:to_server,established; content: "|00 00 FC|"; ...)

alert tcp SEXTERNAL_NET any -> $HOME_NET 143 (msg:"IMAP login brute
force attempt"; flow:to_server,established; content:"LOGIN"; nocase;
* Nocase: buyutk ktcuk harf ayr m yapma
o Ofset: icerik aramaya nerden ba lanaca n belirtir.
* Depth: ka¢ bytel k alan aranacak



Kural Yazma -II

« Uricontent: (http inspect 0ni lemcisi aktif olmal)

alert tcp $SEXTERNAL_NET any -> $HTTP_SERVERS $HTTP_PORTS
(msg:"WEB-CGI /wwwboard/passwd.txt access"; flow:to_server,established,;
uricontent:"/wwwboard/passwd.txt"; nocase; reference:arachnids,463;
reference:.cve,CVE-1999-0953; reference:nessus,10321; reference:bugtraq,649;
classtype:attempted-recon; sid:807; rev:7;)

*PCRE Kullan m

alert tcp SEXTERNAL_NET any -> $HTTP_SERVERS $HTTP_PORTS (msg:"WEB-
PHP gallery arbitrary command execution attempt"; flow:to_server,established;
uricontent:"/setup/"; content:"GALLERY_BASEDIR=",

pcre:"/GALLERY_ BASEDIR=(http|nttps|ftp)/i "; reference:nessus,11876;
reference:bugtraq,8814; classtype:web-application-attack; sid:2306; rev:2;)



Kural Yaz m -NPD

Protokollerin ba | klar ile ilgilenir
TTL Alan kontrolu ttl:<3;

IP Tos Alan kontrolii  10S:8; (winimize pelay )
lpopts Alan Kontrolu

— Record route, IP security option , Loose source routing , any IP options are set

Fragbits
— |IP parcalanma alan n kontrol eder

Flags: TCP Bayraklar n kontrol eder
— (msg:"SCAN nmap XMAS"; stateless; flags:FPU,12;



Kural Yaz m Secenekleri

* Flow: kural n sadece belirli yone bakmas n sa lar
— (msg:"WEB-IIS asp-dot attempt";flow:to_server,established;..)

o Sameip: kaynak-hedef IP ayn olmas durumu

alert ip any any -> any any (msg:"BAD-TRAFFIC same SRC/DST";
sameip; reference:.cve,CVE-1999-0016;
reference:url,www.cert.org/advisories/CA-1997-28.htmi;
classtype:bad-unknown; sid:527; rev:4;)

e cmp_id, ipopts, ack, window, rpc vs



Kural Aksiyonu Belirleme

Session: TCP oturumlar nda veri ¢ kartmak icin kullan | r
Sistemi yava lataca icin dikkatli kullan Imal
— log tcp any any <> any 23 (session :printable;)

React: Web kullan m nda kullan ¢ n n browserina uyar
¢ kart p bloklama yapmak icin.

alert tcp any any <> 182.168.1.0/24 80 (content: "bad.htm"; \
msg: "Not for children!"; react: block, msg;)

Resp: Ba lant bloklama



Aktif Yan t sistemi Sald r Bloklama

* Flexresp ve Snortsam



Flexresp Kullan m

 Kurulumda --enable-flexresp ile derlenmeli

o Dikkatli Kullan Imal! Dos tehlikesi
* Bloklama Secenekleri



SnortSam ile Sald r Engelleme

SnortSam -> Snort output plugin + Snortsam Agent
Active Response Ozelli i!=IPS

BeyazListe IP Deste |

Ajan Snort aras ifreli ileti im

Olaylar icin loglama ve mail ile bildirim 6zelli |
Zamana ba | bloklama deste |

Iptables, PF, Cisco Router,

Checkpoint, Microsoft ISA..



SnortSam ile Bloklama

e Snort.conf
— output alert_fwsam: firewall/idspassword

alert tcp any any -> $HTTP_SERVERS 80 (msg:"WEB-MISC http directory
traversal"; flags: A+; content: "..\\";reference:arachnids,298; fwsam: dest,
15 minutes;)



Performans

o KOotu performans=Paket Kayb =False negatives

 Performans Etkileyen noktalar
— Output(c k ) eklentileri
— Preprocessors(Oni lemciler)
— Rules(Kurallar)




DU Uk Performans| IDS icin

« ASCII format nda Loglama

« Oni lemcilerin yanl /eksik
yap land r Imas

o Gereksiz kural fazlal
o Kalitesiz(yava ) donan m kullan m

« Ck plugininin performans (database,
unified)



Yuksek Performansl IDS icin

 Binary(ikill) Loglama format secimi
e Denetlenmi kural seti

» Gereksiz Oni lemci iptal
— Ip defragmentasyonu router yapiyorsa ids yapmamali
e Hedef sistemlere uygun kural yaz m!

e Portscan thresholdlar n dii Grtdlmesi



Unified Output Eklentisi



NIPS Olarak Snort

llk olarak Honeynet Projesinde kullan Id

2. Katmanda cal abilme o6zelli |

— Linux/BSD Bridge fonksiyonu
» #/usr/sbin/brctl addbr br0

» #/usr/shin/brctl addif br0 eth0
» #/lusr/sbin/brctl addif brO ethl
» #/sbin/ifconfig brO up

Sald r engelleme, antivirus korumas , p2p engelleme,
pishing vs amacl kullan m

Linux -> Iptables, Libipg
freeBSD -> IPFW, Divert Sockets
OpenBSD -> PQ



Snort_Inline

e Kurulum icin gereksinimler
— Iptables, Liblpg deste i icin tekrar derlenmeli(make insta-dever )
— Libnet Kurulumu

 Hangi Portlar icin devreye al nacak
— Iptables -D INPUT -p tcp --dport 80 -] QUEUE
— Iptables -D INPUT -p tcp --dport 23 -] QUEUE

drop tcp any any -> any 80 (classtype:attempted-user;
msg:"Port 80 connection initiated";)



Snort-Inline Drop Mode

N\

N

IPvlabIes

A\

Firewall

e

Snort-Inline

Snort Rules=Droj

7




Snort-Inline Replace Mode

& O

IPTables

%

Firewall

Snort-Inline bin/sh->ben/s
Snort Rules=Repla«

Ip_queue [Pl




Yonetim Araclar



Log zleme Araclar - BASE



Log zleme Araclar - Aanval



IDS/IPS atlatma araclar ve korunma yontemileri



IDS/IPS Testler!

« IDS/IPS fonksiyonlar n denetleme
— Performans, kural seti, alarm mekanizmas

e Sonuclar..
— False positive oran
— False negative oran
e Test Araclar :

— Fragroute, ftester, Metasploit, Nessus, Nmap,
Tomahawk, idswakeup



stemci-Sunucu IDS Test Yap s



Ftester — IDS Test Arac

stemci-sunucu Mimarisi(ftest- ftestd)
Firewall Testler

IDS Testleri

IP Fragmentation / IP Spoofing

IDS Atlatma teknikleri

Snort Kurallar nu kullanabilme yeteneqi

Ids-conn=192.168.0.10:23:10.1.7.1:1025:PA:TCP:0:to su root

Ids-conn=192.168.0.10:1025:10.1.7.1:80:PA: TCP:0:cmd.exe
Ids-conn=192.168.0.10:1026:10.1.7.1:80:PA: TCP:0:ftp.exe
Insert /etc/snort/exploit.rules 192.168.0.10 10.1.7.1 0
insert-conn /etc/snort/web-misc.rules 192.168.0.10 10.1.7.1 0



ISonuc

E itim art;-)

Turkiye Guvenlik e itimleri

Kitap, Belge, Yayinlar..

Ac k Akademi Yay nlari — Guvenlik Kitaplar
— A guvenligi ipuclari

— TCP/IP Guvenligi

Olympos Security(www.olympos.org)
www.EnderUNIX.org

http://netsec.huzeyfe.net — Netsec Listesi




Sorular n z

Te ekkdurler..



