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Afsin Taskiran 9

http://www.linkedin.com/in/afsintaskiran
*Yiksek Elektrik-Elektronik Muhendisi

*Sektor Sertifikalar

*CISSP® — Certified Information Systems Security
Professional

*EC-Council — CEH — Certified Ethical Hacker

*CCSP-SND — Cisco Information Security Specialist
*CCSA — Check Point Certified Security Administrator NGX
*JNCIS-FWV — Juniper Networks Certified Internet Specialist
*JNCIA-FWYV — Juniper Networks Certified Internet Associate
*CCNA — Cisco Certified Network Associate
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* Wireless ve GSM aglarinin genel mimarisi

» Kablosuz ve ozellikle GSM veri1 aglarinda istemcilere
yonelik tehditler.

* Linux terminallerdeki glivenlik onlemleri
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Mobil Telefonlaria/Cihaziaria Ne Yapilir ?

e Seshi gorlisme

* SMS/MMS gondermek
e Ofis dokiimanlari
 PDF Okumak

* GPS

« MP3 Player

« Kamera

» Veri Saklama

* Wi-Fi, Kablosuz Internet
« WAP

Internet APN, Kurumsal APN ler

Afsin Taskiran // afsin@taskiran.org 06.04.2011



2 3G
* Mobil Operator Yapilar

* GPRS ve 3G Ag Altpisi
* Mobil 1stemcinin Internet’e baglanmasi?
* Ver1 aglarindaki saldir tiirleri
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* Yeni uygulamalar i¢in yliksek band genisligi ihtiyaci

* Miisteriler i¢in;
 Video streaming, TV broadcast
* Video calls, video clips — Haber, miizik, spor
* Giglendirilmis oyun, chat ve yer bulma servisleri
» Is Diinyasi Icin;
 Yiiksek hizda teleworking / VPN erisimi
e Satis otomasyonu
Arag takip sistemleri
Video konferans
Es zamanh finans ¢alismalari
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Mohil Operatir Ornek GPRS Yapisi
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3G Ag Yapisi

= Mobil cihazin aldig1 IP adresi Internet’ e ya da misteri
agina yonlendirilir.

= [P adresini alan mobil her tiirlii uygulama islemini
gerceklestirebilir.( MMS, WAP gateway, Web
gorintiilleme)

Radio Erisim Agi \_\_' W i -

IP Tabanl GPRS Tiinel Ozel
Erisimler
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BTS lerle lojik linkler ve GGSN lere
tineller
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“dG ile Imternete Nasi Baglamirim 2~
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“3G ile Internet’e Nasil Baglanirim 2”
g =

* Kullanici hangi aga baglanacagini secger.
* Ya da otomatik secilir. (internet)

* APN = Access Point Name = Baglanilacak agin adin1 belirtir.
Internet
sirketiminagi

« PDP Context (Packet Data Protocol) mesajlasmasiyla GGSN ile
mobil arasinda oturum kurulur. Bu oturum sonunda mobil cihaz bir
IP adresine kavusur.
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« Worm, Virus, SMS/MMS Virusleri, Trojanlar
e Ucret Astmu Saldirilar: - Overbilling
* Abonelere kullanmadigi trafik i¢in bedel yansimasi

e Protokol anormalliklerine iliskin saldirilar

* Siipheli yada bozuk paketlerle abonenin oturumlarina
miidahaleler

e Taklit edilmis PDP i¢erik saldirilar
* Altyapiya yonelik saldirilar

* Kisitlanmis sistemlere ornegin GGSN’e yapilan yetkisiz
baglant1 denemeleri

 Sinyallesme seviyesindeki saldirilar (VOIP — SIP)
 Servis kesintisi saldirilar1 (DOS)
« DNS cache poisoning
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Mohil Tehditler ?

* Muhtemel saldirilara acik API ler

* Mobil OS’un servis baglantilari, internet, wap, sms, mms,
mail vb.

 Mobil Malware ler

Mobil aglara ve Internet’e olan ag baglantisi
SMS

Bluetooth
Wireless
MMS

USB Cihazlar
Infrared
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* Mobil Malware’lerin yayilmasi;
e Malware’ler Internet tizerinden PC lere bulasir.

 Malware 11 PC’den akilli telefonlara bulasir.
» Kizilotesi
 Bluetooth

* Malware li akilh telefon ile wireless gibi methotlarla diger
akill telefonlara bulasir.

 DDoS Saldirilari;

* Botnet liyesi mobil cihazlar, merkezden emir bekler.
* Gelen emirle ana sebekeye dogru saldir1 gergeklestirilir.

* Sonug olarak cagrilarda ve veri1 iletiminde problemler ortaya
cikar.
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e Casusluk ?

Telefonundaki bilgileri ¢alabilirler.

Hesabindaki parasar transfer edebilirler.

Virus/Trojan birakabilirler.
SMS/MMS kutularina erisebilirler.
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Telefonlardaki Gilvenlik Zaafiyetieri

N

Figure 1. Mobile Threats by Platform, 2009-2010
Reference: McAfee Threats Report Q4 2010 (c)
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Android’'de Giivenlik ihlalleri: TapSnake

» TapSnake (Trojan), Android leri etkiledi
e 24 Agustos 2010

e Zararhi uygulama, spyware

: B'&M‘ﬁ@ 10:45 am

* Yilan oyunu

 Kullanicinin konum bilgisini, GPS veri
ile bir adrese gonderiyordu. ® Lookout Anti-Virus Alert

* End-user license agreement (EU LA) The application "Tap Snake"

may be dangerous.
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1 Mart 2011

Android marketteki Kingmall2010, we20090202, ve
Myournet kullanicilari

Android Malware: DroidDream

IMEI ve IMSI lerin Fremont, CA deki bir adrese
gonderildigi tespit edildi.

* http://184.105.245.17:8080/GMServer/GMServlet,
50’den fazla uygulamaya bulasma

Android Market Security Tool —
=
n
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https://market.android.com/support/bin/answer.py2answ

er=1207928

Android Market Help
Help articles Android Market » Help articles » Users » Troubleshooting » March 2011 Securify Issue
Developers March 2011 Security Issue Share (5] Comment 3 Print
Users On March 1 2011, the Android team removed a number of malicious apps published to Android Market.
Help forum

@», If your device has been affected, you will receive an email from android-market-support@geogle.com. You will also receive a netification on your device that “Android Market Security Tool

Nexus One Help Center March 2011° has been installed. You may also receive notification(s) on your device that an application has been removed.

You are not required to take any action from there, the update will automatically undo the exploit. Within 24 hours of the exploit being undone, you will receive a second email.

Didn't receive the securty update? Check these fips. Please keep in mind that only impacted users will receive this update.

The malware apps tock advantage of known vulnerabilities which don't affect Android versions 2.2.2 or higher. For affected devices, we believe that the only information the attacker(s) were able
to gather was device-specific (IMEIIMSI, unique codes which are used to identify mobile devices, and the version of Android running on your device). But given the nature of the exploits, the
aftacker(s) could access other data, which is why we've taken a number of steps to protect those who downloaded a malicious app:

1. We removed the malicious applications from Android Market, suspended the associated developer accounts, and contacted law enforcement about the attack.

2. We are remotely remaving the malicious applications from affected devices. This remote application removal feature is one of many security controls the Android team can use to help
protect you from malicious applications.

3. We are pushing an Android Market security update to all affected devices that undoes the exploits to prevent the attacker(s) from accessing any more information from affected devices.

4. We are adding a number of measures to help prevent additional malicious applications using similar exploits from being distributed through Android Market and are working with our
partners to provide the fix for the underlying security issues.

A user can determine if their device has been affected by visifing Settings > Applications > Running services and look for *DownloadianageService” in the list of running services.

We always encourage you to check the list of permissions when installing an application from Android Market. The Android team takes security very seriously and we're committed to building new

safequards to prevent these kinds of attacks from happening in the future.
ALY 1Taynil aul // almu@ LAdAIll all.Ul g VU.U4.LVUll
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* Andbox ailesindendir.

 Ozellikleri:
* message filter
* block calls
* app firewall
* ftp pop3 smtp block

« virus firewall.You can block some network application
software to help you save flow!
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o http://www.androlib.com/android.application.com-
llanyun-firewall-gmmA.aspx

* Cagri bazli kontrol yapabilirsiniz.
Eafll B 12:39 P ; @ 12:39 P

Add a new scene ﬁ (’

Notes: a scene will be started at its trigger time il S
Noigs: a scefie Wil be sharted at HS AFIERCE Hine Number list  Block record
of marked days in a week if it is enabled. The

first one of following scenes was made default. “
Current call block mode: Block black -

1. gaolloglzo?::ksgls&hl Settings Comments About
SMS:Block black

2. 0:00~7:59 Mon, Tue, Wed, Thu, Fri

Call:Accept contacts included black
SMS:Block black

3. 0:00~7:59 5at, 5un
Call:Rest(Block All)
SMS:Block black
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Antivirus kullanin

Diizenli olarak sisteminizi kotiiciil yazilimlara karsi
(trojan/malware) taramadan gec¢irin.

Firewall kullanin
Bluetooth’u kullanmadiginizda kapali tutun.

Bilmediginiz, 6zellikle .jar ve .sis uzantili dosyalardan
uzak durun.

Kurdugunuz yazilimlarin giivenilirliginden emin olun.
Cihaziniza giriste sifre kullanin ve 2 ayda bir degistirin.
Internet browser ge¢cmisini silin
Sistem/network/kurulum cache lerini silin

Okudugunuz SMS/MMS/E-mail leri silin
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